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This booklet was produced by MCS-Aware, the Charity for Environmental 

Illness in association with ES-UK, the charity for Electro-Hypersensitivity 
We have a website dedicated to Smart Meter Information at www.SmartMeterPetition.org 

 

Contacts 
  
www.SmartMeterPetition.org  for information, posters and research 
  
MCS-AWARE - The Charity for Environmental Illness  
www.MCS-Aware.org   Email: mcsaware@gmail.com  
56 Gaping Lane, Hitchin, Herts. SG5 2JE     
  
Electro-Sensitivity UK – Charity for Electro-Sensitivity  
www.ES-UK.info   Email: enquirers@es-uk.info  
BM Box ES-UK, London, WC1N 3XX      
Telephone: 0845 643 9748  
  
WiredChild - Charity raising awareness of the risks to children from exposure to wireless 
radiation  
www.wiredchild.org   Email: contact@wiredchild.org  
Tel. 0844 443 6606 (Helpline)   
  
StopSmartMeters - An active website with information about campaigns and useful 
resources  
http://stopsmartmeters.org/ 
 

 

Further reading available online or from MCS-Aware.org: 

The Inadequacy Of The ICNIRP Guidelines Governing Human Exposure To The Microwave 
Emissions Of GSM/TETRA Base-Stations.    G J Hyland, December 2003, 31 pages 

The Biological Effects of Weak Electromagnetic Fields – Problems and Solutions, by Andrew 
Goldsworthy, March 2012, 34 pages 

3

http://www.smartmeterpetition.org/
http://www.smartmeterpetition.org/
http://www.mcs-aware.org/
http://www.es-uk.info/
mailto:enquirers@es-uk.info
mailto:contact@wiredchild.org


What are Smart Meters? 
 
In line with other countries around the world, the UK Government are 
planning to install Smart Meters in every home, school and business to 
provide real-time monitoring of your gas and electricity. The new network will 
help integrate solar and wind power, and improve the efficiency of the 
country’s energy supplies. 
 

The proposed Smart Grid is WIRELESS. The whole 
country will be networked with compulsory 
Wireless Smart Meters in every property by 2019. 
The new Wi-Fi meters will replace your existing 
analog ones. The readings from your meters are 
likely to be broadcast every 30 minutes to a new 
central Data and Communications Company.  
There is concern that some meters may act as 
relays to boost the signal. If so, individual meters 
may be broadcasting information much more often with a stronger signal. Some areas have 
already started the rollout. This is a concern for people affected by Electro-Hypersensitivity (EHS/ 
ES) since apart from reacting to meters on their own property, they are also likely to be affected 
by their neighbours’ meters and the local hubs. Concerns have also been raised about privacy 
since the collected data may be used for advertising. This Smart Meter Pack contains press 
releases from the House of Commons and information about campaigning and shielding against 
Smart Meters. 
 
In 2011 MCS-AWARE joined with ES-UK, the Radiation Research Trust and WiredChild.org to 
petition the Government for a wired fibre optic network with optional wired Home Area Networks 
(HAN). We requested that people with ES are allowed to keep their analog meters and are 
provided with shielding materials at no extra cost. This was a success. The MCS-Aware Smart 
Meter Petition raised over 2500 signatures - a brilliant effort. In November 2011 the Energy 
Secretary announced that people can legally opt out of having a smart meter with no penalties. 
You can keep your analog meter. This is great news for people with electrical hypersensitivity. 
The Secretary also announced: 
 
The Wide Area Network  (how information gets from your home to the suppliers) is likely to use 
existing mobile phone networks. The smart meter will act like a mobile phone sending texts every 
10-30 mins (to be decided). If your gas/ electric meters are inside your house, you can pay to have 
the meters relocated outside the house. 
 
Technology for the Home Area Networks (the bit inside your house) has not been decided yet. 
MCS-Aware will continue to campaign for the option of wired HANs rather than Wi-Fi. Ideas being 
put forward include using a customer's existing wired broadband connection. 
  



British Gas Have already fitted over 500,000 smart meters in phones and flats and report to date 
6-10 people have so far asked them to remove the smart meters, but that they are happy to do so. 
When you get through to an operator however they may not know anything about Smart Meters 
so you will have to be persistent! If you have had problems getting information from your supplier 
about smart meters, please tell MCS-Aware so we can gather some evidence about what's really 
going on. All information will be kept anonymous. We will continue to raise awareness about 
electro-sensitivity concerns including: 
 
1. That a wired HAN be provided as an option for all consumers. 
2. That there will be no future hidden charges for ES people with analog meters (e.g. different 
tariffs) or those who move house and need a smart meter removed. 
3. In future analog meters will continue to be replaced with analog meters where necessary. 
4. That shielding be provided for people with severe EHS to shield from neighbours’ meters. 
 
The Department of Energy and Climate Change (DECC) are listening. NOW is the time to write to 
your MP to see if we have their support. Don't be content with the generic (standard) reply, keep 
politely pressing until you get a real answer. The more people who write, the more likely these 
concerns will be raised in Parliament.  Now we need to get MPs involved and we need your stories 
of how smart meters, or contacting energy supplies, have affected you. Please let us know at the 
MCS aware address or e-mail. We will keep them anonymous if requested.  
 
Please note the Smart Meter Petition is now closed. Thanks to everyone who signed. 
 

This is a great opportunity to raise awareness of Electro-Sensitivity. More people 
with MCS developed EHS this year than ever before, so it is an issue for everyone 
with Environmental Illness. 
 
Contact us:  MCS-Aware, 56 Gaping Lane, Hitchin, Hertfordshire SG5 2JE 
Email:   info@mcs-aware.org 
Websites:  SmartMeterPetition.org 
      MCS-Aware.org 

mailto:info@mcs-aware.org
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Between now and 2019 more than 50 million new ‘smart meters’ are being rolled out to 30 
million homes and smaller businesses in Britain.  These smart meters, with in-home-displays, 
are intended to allow consumers to see and adjust in real time what energy they are using.   

Ofgem considers that smart metering could “transform how energy markets operate”. The 
Government estimates that over the next 20 years, the rollout of smart meters will deliver 
over £7 billion net benefits to consumers, energy suppliers and networks.  Since around 
2010 DECC and Ofgem have been working on a rollout programme. The National Audit 
Office (NAO) and the Public Accounts Committee (PAC) have raised concerns about the 
ambition of the programme, its risks and the extent of the potential benefits to consumers.  
The PAC considers the challenges associated with roll-out ‘huge’.  

Issues of concern to constituents include the extent to which smart meters will be mandated, 
consumer protection during the installation process, and concerns about privacy and access 
to smart metering data.  It has been decided for example that suppliers’ codes of practice 
should ban verbal marketing activity without prior consent during installations, with a 
complete ban on completing any sales.  It is proposed that in general, energy suppliers 
should be able to access consumption data on a monthly basis, with a clear consumer opt-
out for daily access and an opt-in for more frequent access.  Concerns have also been raised 
by some groups about health effects from smart meters. 

The licence conditions for the roll-out of gas and electricity smart metering equipment and a 
code of practice for the installation of smart metering equipment came into force on 
30 November 2012. 

 

  

This information is provided to Members of Parliament in support of their parliamentary duties 
and is not intended to address the specific circumstances of any particular individual. It should 
not be relied upon as being up to date; the law or policies may have changed since it was last 
updated; and it should not be relied upon as legal or professional advice or as a substitute for 
it. A suitably qualified professional should be consulted if specific advice or information is 
required.  

This information is provided subject to our general terms and conditions which are available 
online or may be provided on request in hard copy. Authors are available to discuss the 
content of this briefing with Members and their staff, but not with the general public. 

5

http://www.parliament.uk/site-information/copyright/


Contents 

1  Introduction 2 

1.1  What is a smart meter? 2 

1.2  Legislative basis for smart meters 3 

1.3  Costs and benefits of the programme 3 

Demand management 3 

Energy saving 4 

Government’s impact assessment; net benefits 4 

National Audit Office and Public Accounts Committee reports 5 

2  National roll-out programme and documentation 6 

2.1  Programme documents 7 

3  Consumer concerns 8 

3.1  Are smart meters mandatory? 8 

3.2  Installation visit and doorstep selling 8 

3.3  Data protection and privacy 9 

3.4  Health concerns; electromagnetic sensitivity 10 

3.5  Pre-payment customers and disconnection 12 

 

1 Introduction  
1.1 What is a smart meter? 
Smart meters will cover gas and electricity usage.  In a typical house, there will be one meter 
for each, along with an in-home display (IHD) and communications hub.  Technologies for 
communication between these devices and externally1 are being investigated, and these 
include wireless technologies.   

The smart metering equipment technical specification (SMETS) was submitted to the EU for 
approval and a revised version was produced in September 2012. 2  It will be developed in an 
evolutionary manner, so not all the elements’ specifications have to be finalised 
simultaneously and they may not all be in the first version of SMETS.3   

The main effects of having a smart meter will be that energy companies will no longer have 
to visit to read the meter, and consumers will be able to see, in close to real time, how much 
energy they are using.   
 
 
1  To a national or central data and communications company (DCC) that will pass domestic data to suppliers 
2  DECC, Draft provided to Parliament’s libraries September 2012, 

http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-imp-prog/6425-smart-metering-
equipment-technical-specifications-.pdf  

3  DECC, Government Response to the Consultation on draft licence conditions and technical specifications for 
the roll-out of gas and electricity smart metering equipment, April 2012 
http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-imp-prog/4965-gov-resp-cons-tech-spec-
smart-meters.pdf 
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Ofgem explains in its smart metering factsheet:4 

A smart meter is a gas or electricity meter that is capable of two-way communication. It 
measures energy consumption in the same way as a traditional meter, but has a 
communication capability that allows data to be read remotely and displayed on a 
device within the home, or transmitted securely externally. The meter can also receive 
information remotely, eg to update tariff information or switch from credit to prepayment 
mode. 

The smart meters rolled out as part of the Government programme will be provided 
with an in-home display (IHD). This device will give you up-to-date information about 
how much gas and/or electricity you’ve used in pounds and pence, as well as units of 
energy. When your smart meter and display are installed you will receive information 
showing how best to use the IHD. 

1.2 Legislative basis for smart meters 
The then Secretary of State for Trade and Industry Alistair Darling’s 2007 White Paper 
Meeting the Energy Challenge: A White Paper on Energy5 said the Labour Government 
would consult on requiring energy companies to provide smart meters to all but the smallest 
businesses.  

On the domestic front;  

We are also undertaking trials of smart meters and real time displays which enable 
people to track their energy use conveniently in their homes. Subject to the results of 
these trials we intend to work with energy companies to roll these out to households 
over the next 10 years. In the meantime, real time displays will be provided with any 
new meters fitted from 2008. Because it will take a number of years before a new 
meter and display can be rolled out to every household, we have decided that between 
2008-2010, real time displays, will be available free of charge to any household that 
requests one. 

Sections 88-91 of the Energy Act 2008 gave the Secretary of State broad powers to 
implement and direct the roll-out of smart gas and electricity meters. These were due to 
expire in November 2013.   

The Coalition Programme said that “We will establish a smart grid and roll out smart 
meters”.6 The Energy Act 2011 (section 73) extended the 2008 Act’s provisions to 2018.   

Changes to the electricity and gas licence conditions for the rollout of smart meters and a 
code of practice for their installation were laid in Parliament under the Energy Act 2008 on 18 
September 2012, and came into force on 30 November 2012. 

1.3 Costs and benefits of the programme 

Demand management 
One big advantage of smart meters is that they can contribute to demand management.  
Demand management, along with energy efficiency, may be able to make a significant 
contribution towards sustainable energy use.   

 
 
4  Factsheet 101 31 March 2011 Smart metering; what it means for Britain’s homes 
http://www.ofgem.gov.uk/Media/FactSheets/Documents1/consumersmartmeteringfs.pdf  
5  CM 7124 DTI May 2007 http://www.berr.gov.uk/energy/whitepaper/page39534.html  
6  http://www.cabinetoffice.gov.uk/media/409088/pfg_coalition.pdf  page 16 
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Electricity demand depends on the time of the day, week and season.  During peak periods 
of consumption, flexible generation tends to be made up of relatively more expensive and 
carbon-intensive fossil fuels, pushing up prices.  

Demand-side response involves electricity users varying demand usually prompted by price, 
driven by changes in the balance between supply and demand.  As such, there is less 
reliance on more expensive and carbon-intensive flexible peaking plant.  

Energy saving 
Smart meters show consumers detailed, accurate information on their energy consumption.  
The aim is that with this, customers can take “informed decisions to reduce consumption and 
thereby bills and CO2 emissions”.7   

Ofgem’s Energy Demand Research Project (EDRP) trials have been carried out to assess 
the effectiveness of smart meters and other methods in domestic energy-use reduction.  A 
final analysis in June 2011 said that of 60,000 households in the trial, 18,000 had smart 
meters.  Smart meters with a real-time display resulted in persistent savings of around 3%. 8 
This is broadly consistent with international evidence.9  The GB roll-out includes the offer of 
an IHD to all consumers, to allow them access to near real-time data and which is expected 
to contribute substantially to the delivery of the Government’s business case. 

Government’s impact assessment; net benefits 
The April 2012 updated impact assessment (IA) shows that the roll-out of smart meters will 
cost around £11.5 billion, delivering benefits of £18.6 billion.  The figures have not changed 
significantly from the previous IA with the overall domestic and non-domestic net benefits still 
expected to be in the order of over £7 billion.    

The domestic sector IA10 shows, for the domestic sector roll-out, an estimated total gross 
cost of the programme of £10.9 billion, offset against £15.7 billion in benefits.  This gives an 
estimated net benefit of some £4.8 billion.  Over half of the £15.7 billion in benefits results 
from savings associated with suppliers’ costs, and around 28% from consumers (mostly 
reduced energy consumption), with the rest resulting from network, generation and carbon-
related benefits.  There are non-monetised benefits including the potential benefits 
associated with the development of a smart grid, increased ease of switching and therefore 
enhanced competition, and improved consumer experience such as an end to the worry of 
estimated bills.   

There are further £2.3 billion net benefits identified in the non-domestic sector IA. 11   

Table 4-5 in the domestic sector IA (see its page 61) estimates that this will translate to long-
term savings of £25 per annum for the average dual-fuel customer in 2020, once the roll-out 
is complete, rising to £40 per household by 2030.  In the short term (2015) however, an 

 
 
7  DECC Domestic Sector IA April 2012 http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-

imp-prog/4906-smart-meter-rollout-domestic-ia-response.pdf 
8  Ofgem Energy Demand Research Project Final Analysis 23 June 2011 

http://www.ofgem.gov.uk/Pages/MoreInformation.aspx?docid=21&refer=sustainability/edrp  
9  Source: DECC, pers. comm. 2 May 2012 
10  DECC Domestic Sector IA April 2012  http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-

imp-prog/4906-smart-meter-rollout-domestic-ia-response.pdf  
11  http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-imp-prog/4907-smart-meter-rollout-non-

domestic-ia-resp.pdf  
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increase of £7 per annum is projected, presumably as suppliers pass their costs onto 
consumers.   

The National Audit Office (NAO, see next section)12 noted that while suppliers will not be 
allowed to levy a one-off or upfront charge on their domestic customers for the smart 
metering equipment and in-home displays, beyond this, no additional constraints will be 
imposed on suppliers as to how they recover their costs.     

National Audit Office and Public Accounts Committee reports 
The NAO looked at Preparations for the roll-out of smart meters in a June 2011 report13. The 
NAO noted that DECC had examined the sensitivity of benefits estimates for energy savings.  
DECC had based its assumptions for savings on reductions of 1% to 4% of energy usage 
and a 97% rollout. It had not examined the impact on its estimates of varying this 97% level 
of roll-out.  The NAO was concerned about how far smart meters would change energy use 
over sustained periods, considering that evidence on sustained behaviour change by 
domestic consumers is limited and that the behaviour observed in other countries might not 
be relevant to consumers in Britain.    

The NAO was also concerned about the design of the EDRP trials which did not relate to a 
nationally representative selection of households, and biases in the results which could limit 
their use in the Programme’s assessment of the benefits of the rollout.  The head of the NAO 
said that DECC had to address ‘major risks’ to achieve value for money in delivering the 
programme since there was ‘limited evidence’ of how much and for how long British 
consumers’ behaviour might change, and costs ‘could escalate’. 

On 17 January 2012 the Public Accounts Committee (PAC) published its report Preparations 
for the roll-out of smart meters.14  The Committee welcomed the introduction of smart meters 
but highlighted that this large complex programme had significant uncertainties over the 
estimated costs and benefits involved.  It felt it was “far from certain” that all consumers 
would benefit, and that many of the benefits would accrue in the first instance to energy 
suppliers.  It said DECC needed to set out how it proposed to engage and inform consumers 
of the potential benefits to them.  In summary the Committee felt that: 

The challenges associated with the roll-out of the smart meter programme to every 
home in the country are huge. The Department is confident that it has adequately 
accounted for the risks involved in the complex and ambitious smart metering 
programme, especially cost escalation. This Committee does not share the 
Department's optimism and expects the Department to proceed only on the basis of 
detailed plans underpinned by robust evidence, preferably from further trials. 

The PAC was also concerned about whether suppliers would pass on the benefits of smart 
metering to consumers, given that consumers would pay for the installation programme 
through their bills, while significant benefits would pass in the first instance to suppliers.  In a 
response to the PAC’s report,15 the Government agreed that there was a need for 
transparency around the costs and savings. Under the Energy Act 2011 DECC would require 
suppliers to report on their progress on implementation and on their costs and savings.  

 
 
12  NAO, Preparations for the roll-out of smart meters HC 1091, 2010-2012 June 2011, p.35 
13 NAO, Preparations for the roll-out of smart meters HC 1091, 2010-2012 June 2011 
14  PAC, Preparations for the roll-out of smart meters Sixty Third Report  
15  HM Treasury March 2012 Treasury Minutes Government Responses on the Sixty Second to the Sixty Seventh 

Reports from the Committee of Public Accounts: Session 2010-12  Cm 8335 http://www.hm-
treasury.gov.uk/d/hmt_minutes_62_67_reports_cpas_mar2012.pdf  
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DECC would also report annually on the benefits to consumers to provide transparency and 
help build confidence. 

Although the NAO had called the evidence base for consumer benefits from the EDRP trials 
‘inconclusive’, the Government’s response to the PAC said there was a strong evidence base 
from the project and from international trials about the levels of savings that could be 
achieved from smart metering.  However, DECC would continue to gather evidence from 
early roll-out (the foundation stage, see below)to inform and direct mass rollout; both the 
technology and different approaches to consumer engagement would be trialled and tested.   

2 National roll-out programme and documentation 
The programme is currently in what the Government calls ‘foundation stage’.  Several energy 
suppliers have already started rolling out smart meters now to people who need a meter 
replacing, ahead of the mandated roll-out.  This has led to concerns that early smart meters 
may make it harder to change supplier to non-smart suppliers, and will need to be replaced.16 
The Government has said it is ‘minded’ to make it a requirement that all suppliers’ smart 
meters will have to be interoperable, but will not do so yet.17   

British Gas, which now supplies smart meters as a matter of course where meters need to be 
replaced, say that some earlier version smart meters will need to be replaced before 2019, 
as they do not meet the minimum specification, but those consumers will have had ‘smart’ 
functionality in the meantime.18 

National ‘mass roll out’ begins in 2014 and will complete in 2019. DECC is consulting on how 
best to deliver centralised engagement, designed to reassure consumers, maximise energy 
saving and help vulnerable and low income consumers to benefit from smart meters.  

This centralised engagement is expected to be in place ahead of mass roll-out in late 2014, 
when most customers will start to receive their smart meters.19  In the meantime, some 
consumers are receiving smart meters with information from their suppliers only.  DECC 
explains that to start central communications too early ahead of mass roll-out might raise 
expectations and demand that suppliers probably could not yet meet.20   

An Ofgem factsheet explains the timetable for the roll out:21 

Each energy supplier will have their own plans for rolling out smart meters to their 
customers - although as per Government proposals all suppliers will be obliged to 
complete the rollout in 2019. Under current plans, most people will receive their new 
meters between 2014 and 2019. But you may be offered one before that if suppliers 
begin to use smart meters when a routine meter replacement is due. It is expected 
energy suppliers will respond to customer demand for smart meters – including 
through how they compete with one another. 

 
 
16  For example http://www.thisismoney.co.uk/money/news/article-2092954/Costly-fiasco-smart-meters-dont-

work-Millions-devices-replaced-warns-watchdog.html 20 January 2012 
17  DECC, Government Response to the Consultation on draft licence conditions and technical specifications for 

the roll-out of gas and electricity smart metering equipment, April 2012 
http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-imp-prog/4965-gov-resp-cons-tech-spec-
smart-meters.pdf p.6 

18  British Gas pers. comm., 19 April 2012 
19  HC Deb 16 April 2012 c160W 
20  DECC pers. comm.22 May 2012  
21  http://www.ofgem.gov.uk/Media/FactSheets/Documents1/consumersmartmeteringfs.pdf  
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The implementation programme also needs to include work on technical standards and 
specifications, consumer issues, and changes to the gas and electricity codes or standard 
licence conditions setting rules around what companies can do during the installation visit/s.   

There are already obligations on people to allow energy companies to replace meters on a 
regular basis on safety grounds and to ensure they continue to measure accurately.  DECC 
is working with suppliers to establish the criteria that  will determine when they will be obliged 
to install or replace any meters with one that meets the technical specifications of smart 
meters. This is expected to be around the time mass roll-out commences.22   

2.1 Programme documents 
In July 2010 DECC and Ofgem published a prospectus consulting on the programme for the 
national roll-out along with a number of supporting documents.23    

In March 2011, the Government and Ofgem jointly published the Government’s Response to 
the Prospectus Consultation document24 alongside a series of supporting documents.25 At 
this point, management of the programme of implementation switched from Ofgem to DECC.   

In April 2012 DECC published a programme update document,26 again along with a number 
of supporting documents.27 One of the April 2012 documents set the date for completion of 
roll-out at 31 December 2019.28  The Government has most recently responded to some 
aspects of the consultations: 

• Data and Communications Company (DCC) Licence Conditions and Licence 
Application Regulations consultation (published 5 April 2012, Government 
responses published 28 September and 8 November 2012)  

• Smart Energy Code consultation (published 5 April 2012, Government response 
published 8 November 2012)  

The ‘Smart Energy Code’ (SEC) will be a new agreement setting out the obligations of the 
Data and Communications Company (DCC) and the users of its services (energy suppliers 
and network operators). Under new licence conditions, energy suppliers and network 
operators will be required to become Parties to the SEC. DECC says the SEC will “govern 
the end-to-end management of smart metering”.  

Most smart meter programme documents can currently be found together on the DECC 
smart meter website29, but note that this location is subject to change, as Government 
departments are moved onto the gov.uk portal.   

 
 
22  Source: DECC, pers. comm.  2 May 2012 
23  Smart Metering implementation programme: prospectus consultation 27 July 2010 This and other supporting 

documents here http://www.decc.gov.uk/en/content/cms/consultations/smart_mtr_imp/smart_mtr_imp.aspx 
24   Smart metering implementation programme  Response to Prospectus document Overview Document  

DECC/Ofgem March 2011 http://www.decc.gov.uk/assets/decc/Consultations/smart-meter-imp-
prospectus/1475-smart-metering-imp-response-overview.pdf 

25  All available at  http://www.decc.gov.uk/en/content/cms/consultations/smart_mtr_imp/smart_mtr_imp.aspx  
26  DECC, Smart metering implementation programme Programme Update, April 2012 

http://www.decc.gov.uk/en/content/cms/consultations/cons_smip/cons_smip.aspx#programme  
27  http://www.decc.gov.uk/en/content/cms/consultations/cons_smip/cons_smip.aspx  
28  DECC, Government Response to the Consultation on draft licence conditions and technical specifications for 

the roll-out of gas and electricity smart metering equipment, April 2012 
http://www.decc.gov.uk/assets/decc/11/consultation/smart-metering-imp-prog/4965-gov-resp-cons-tech-spec-
smart-meters.pdf  

29  http://www.decc.gov.uk/en/content/cms/consultations/cons_smip/cons_smip.aspx  
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3 Consumer concerns 
3.1 Are smart meters mandatory? 
The Government has said that people who do not want the in-home display will be able to 
have consumption information sent to them by other means (“suppliers will be expected to 
make alternative arrangements for providing consumption information, for example via 
customer bills”).30   

The Government will place regulatory obligations on energy suppliers to “take all reasonable 
steps” to install smart meters for all their domestic and smaller non-domestic customers, 
including in rural areas, by 31 December 2019.  However, it recognises that there “may be 
some circumstances where it would not be practical to install a smart meter”.  Also: 31   

We have made it clear that we do not expect suppliers to seek an entry warrant simply 
to fit a smart meter and it will not be an offence for householders to refuse to accept a 
smart meter.  

A further question was asked in March 2012 by Bill Esterson MP: 32 

Charles Hendry: Smart meters will be rolled out as standard across the country by 
2019, but it will not be a legal obligation on individuals to have one. 

The roll-out of smart meters is an important national modernisation programme, which 
will bring big benefits to consumers, as well as the nation. We therefore expect 
consumers to welcome their installation. 

British Gas has also confirmed that although it is now installing smart meters where possible 
now, it is company policy to offer customers the ability not to have a smart meter.33   

3.2 Installation visit and doorstep selling 
There have been concerns about unwelcome sales activities at the point of installation and 
on upfront or one-off charging for smart metering equipment.34 

In April 2012 the Government published its response to a consultation on draft licence 
conditions for a code of practice on installation visits.  The licence conditions under which 
energy suppliers operate will require them to develop an installation code of practice for 
Ofgem approval.  This must include requirements: 35 

• to provide energy efficiency advice related to the smart meter;  

• not to charge domestic customers up-front for installation of standard smart 
metering equipment (including the in-home display);  

• to identify and meet the needs of domestic vulnerable consumers; and  

• on sales and marketing activities.  
 
 
30  March 2011 Smart Metering Prospectus, op.cit. p. 15 
31  HC Deb 29 November 2011 c903W 
32  HC Deb 5 March 2012 c553W 
33  British Gas pers. comm., 19 April 2012 
34  Supporting document 2 of 5 30 March 2011 at http://www.decc.gov.uk/assets/decc/Consultations/smart-meter-

imp-prospectus/1479-rollout-strategy-smart-metering.pdf March 2011 Rollout Strategy 
35  DECC April 2012 Licence conditions for a code of practice for the installation of smart electricity and gas 

meters Government response to consultation 
http://www.decc.gov.uk/en/content/cms/consultations/cons_smip/cons_smip.aspx#installation  
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Following the consultation, the Government has decided that at the installation visit, suppliers 
will be able to provide written marketing material, but may only carry out face-to-face 
marketing discussions with the prior consent of the customer. No sales will be allowed to be 
completed at the visit.  

3.3 Data protection and privacy 
The March 2011 supporting document on Data Access and Privacy36 acknowledged 
concerns about how the increased level of detail in consumption data could be used.  For 
example, more detailed energy consumption data could potentially indicate when someone 
was on holiday.   

Under data protection law, data is “personal data” when it can be used to identify a “living 
individual”.  The Government is encouraging the energy industry to develop a ‘privacy 
charter’ to explain to consumers what their choices around data access are,37 and to adopt a 
‘privacy by design’ principle.  Nevertheless it notes:38 

Academics and consumer groups have particularly highlighted the privacy issues 
which could result from the collection and transfer of energy consumption data at a half 
hourly level. They indicated that smart metering data, when combined with an 
individual's address or name, could constitute personal data for the purposes of data 
protection law. At a half-hourly level this data could potentially then be used to infer 
information about an individual's lifestyle. Suppliers and network operators stressed the 
benefits of having access to detailed consumer data and the need to ensure the 
proposed principle was not applied in a way that constrained delivery of the benefits of 
the smart metering programme.  

In August 2011 there was a call for evidence, and following this, a Consultation on data 
access and privacy was launched in the April 2012 suite of documents.   

This acknowledges that concerns about privacy have been raised in many countries rolling 
out smart meters.  The current proposals are to allow suppliers to access monthly (or ‘less 
granular’ i.e. less frequent) consumption data for billing and other regulatory purposes 
without needing consent.  There will be a clear opt-out for daily collection of data, and an opt-
in will be required for use of the most detailed half-hourly consumption data:39 

• Allow suppliers to access monthly (or less granular) energy consumption data, 
without customer consent, for billing and for the purposes of fulfilling any statutory 
requirement or licence obligation;  

• Allow suppliers to access daily (or less granular) energy consumption data for any 
purpose except marketing, with clear opportunity for the customer to opt out; and  

• Require that suppliers must receive explicit (opt-in) consent from the customer in 
order to access half-hourly energy consumption data, or to use energy 
consumption data for marketing purposes.  

 
 
36  Supporting document 1 of 5 March 2011 at http://www.decc.gov.uk/assets/decc/Consultations/smart-meter-

imp-prospectus/1477-data-access-privacy.pdf  
37  Source: DECC, pers. comm., 2 May 2012 
38  Supporting document on Data Access and Privacy 5 March 2011 p.13 
39  Consultation on data access and privacy DECC 5 April 2012 

http://www.decc.gov.uk/en/content/cms/consultations/cons_smip/cons_smip.aspx#data  
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3.4 Health concerns; electromagnetic sensitivity 
SAGE, the Stakeholder Advisory Group on Extremely Low Frequency Electric and Magnetic 
Fields (EMFs), was a UK group set up in 2004 to consider possible precautionary measures 
in relation to EMFs.  In a first interim assessment (April 2007), SAGE expressed concern 
over traditional electricity meters: 

traditional rotating disc meters produce relatively high magnetic fields, which fall off 
over a metre or so but which can be a significant source of exposure eg if a child 
sleeps with their head close to the meter, including on the other side of a wall. 

SAGE recommended that, to reduce magnetic fields, electronic electricity meters should be 
used rather than rotating-disc meters.  The Government response (October 2009) noted that 
this desired transition would likely be aided by a roll-out of smart meters. 

According to National Grid, which has a helpful website on electric and magnetic fields: 

Smart meters produce lower power-frequency EMFs than traditional meters. But 
they also produce radio-frequency (RF) EMFs from the wireless signals they use to 
communicate and transmit data.   

The World Health Organisation conducts research and publishes information on 
electromagnetic sensitivity and public health.  In a factsheet, it says: 40 

EHS [electro-hypersensitivity] is characterized by a variety of non-specific symptoms 
that differ from individual to individual. The symptoms are certainly real and can vary 
widely in their severity. Whatever its cause, EHS can be a disabling problem for the 
affected individual. EHS has no clear diagnostic criteria and there is no scientific basis 
to link EHS symptoms to EMF exposure. Further, EHS is not a medical diagnosis, nor 
is it clear that it represents a single medical problem. 

The March 2011 supporting document on Design Requirements set out the functional 
requirements for the smart metering and communications devices.  On electromagnetic 
sensitivity, it said:41 

In the home or premises the system will comprise various elements including a wide 
area communication module to provide communications to the DCC and a home area 
system linking devices within the home or premises to the smart metering system 
(including the in-home display).  

A small number of responses to the consultation expressed concerns about 
electromagnetic sensitivity relating to smart meter communications technologies, 
particularly to wireless technologies.  

One of the design requirements specified in March 2011 was that:42 

“The smart metering system shall be installed and maintained in a manner that 
protects public safety .... All smart metering equipment must conform to all applicable 
safety legislation and standards. For example, The International Commission on Non-
Ionizing Radiation Protection (ICNIRP) guidelines on limiting human exposure”. 

 
 
40  http://www.who.int/mediacentre/factsheets/fs296/en/ 
41  Supporting document 3 of 5 Design Requirements 30 March 2011 at 

http://www.decc.gov.uk/assets/decc/Consultations/smart-meter-imp-prospectus/1478-design-requirements.pdf  
42  Functional requirements catalogue Appendix to Document 3 of 5 Design Requirements March 2011 

http://www.decc.gov.uk/assets/decc/Consultations/smart-meter-imp-prospectus/1480-design-requirement-
annex.pdf  
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When asked by Guto Bebb MP in July 2011 about electromagnetic sensitivity, the Minister of 
State for Energy Charles Hendry reiterated what the March 2011 document had set out on 
design requirements:43 

Charles Hendry: At this stage communications technology solutions have not been 
selected for the smart metering system. Both wired and wireless technologies exist that 
could be used, and for practical and technical reasons, both will need to be utilised by 
installers during the rollout. 

Where wireless technologies are used they will have to comply with relevant 
regulations, best practice and international standards as set out by the International 
Commission on Non-Ionizing Radiation Protection. Compliance with these standards 
will be a requirement for the smart metering equipment. Suppliers will have a licence 
obligation to install smart metering equipment that meets the requirements. 

The Health Protection Agency (HPA) is responsible for providing advice on standards 
of protection for exposure to non-ionising radiation, including the radio frequency 
electromagnetic fields (radio waves) associated with smart metering technologies. The 
programme will continue to engage with the Department of Health, HPA and our full 
range of other stakeholders on all relevant practical issues as work progresses on 
communications for smart metering. [...] 

In November 2011 it was confirmed that the consultation on the technical specification had 
been sent to a wide variety of stakeholders, including those with an interest in health issues.  
DECC also continued to respond to letters and inquiries from stakeholder bodies.44 

A February 2012 written answer summarised the Government’s position which reflects the 
current scientific consensus: 45 

Bill Esterson: To ask the Secretary of State for Energy and Climate Change whether 
he has any plans to issue guidance for the safe use of smart meters, including on the 
effects of electromagnetic radiation. [93077] 

Charles Hendry: Telecommunication technologies used in deploying smart meters will 
have to comply with relevant regulations and international standards as set out by the 
International Commission on Non-Ionizing Radiation Protection (ICNIRP). 

The ICNIRP guidelines are based on a critical in-depth evaluation of the established 
scientific literature and represent the international consensus about this evidence. In 
addition, the current view of the World Health Organisation (WHO) and the European 
Scientific Committee on Emerging and Newly Identified Health Risks is that there is no 
consistent evidence of adverse health effects occurring at levels within the ICNIRP 
exposure guidelines. 

We will continue to work with the Department of Health and the HPA to keep the 
evidence base under review. 

The Department of Health and the Health Protection Agency (HPA) lead on the policy for 
health concerns and electromagnetic fields.  The HPA is the body responsible in the UK for 
providing advice to Government based on the recommendations of ICNIRP and informed by 

 
 
43  HC Deb 14 July 2011 c492W 
44  HC Deb 29 November 2011 c903W 
45  HC Deb 2 February 2012 c 748W 
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other international and European advice.46 It has published a paper examining the evidence 
on electrical sensitivity from a public health perspective.47 The HPA has also commissioned 
work such as the Stewart Report on possible public health risks from mobile phones.48  

In April 2012 the HPA’s Independent Advisory Group on Non-ionising Radiation published a 
report on Health Effects from Radiofrequency Magnetic Fields.49  This pointed out that since 
its last assessment of radiofrequency (RF) electromagnetic fields in 2003, exposure of the 
general public to low level RF fields from mobile phones, wireless networks, TV, radio and 
other communications broadcasts, had become “almost universal and continuous”.   

On smart meters, the report said that three recent US studies had looked at the potential 
health effects of smart meters.  All three concluded that RF transmissions from smart meters 
were ‘well within’ the US public exposure limits (one study found that maximum exposure 
30cm in front of a meter was only 3% of the US exposure standard).  Typical cumulative 
effects (e.g. in an apartment block and worst case scenarios) only amounted to 0.6%.  

The report felt that given the low power output of devices under the GB smart metering 
programme people’s exposure would not exceed the ICNIRP restrictions.   

3.5 Pre-payment customers and disconnection 
Energy companies have an obligation under Ofgem guidance to offer consumers pre-
payment meters before they disconnect them, if they are having difficulty paying.   

Huw Irranca-Davies asked a number of written parliamentary questions on smart meters 
which were answered on 5 September 2011.50  His final question concerned pre-payment 
consumers, and why pay-as-you go functionality was being built into smart meters.  Charles 
Hendry replied: 

In 2010 Ofgem estimated that around 15% of electricity customers and 12% of gas 
customers paid through a pre-payment meter. The remote functionality of smart meters 
will allow switching between payment methods (credit or prepayment) without the 
expense of exchanging the meter and will reduce the current higher than average 
costs associated with providing services to pre-payment customers.  

It is expected that new and more flexible payment options will be introduced, such as 
top-ups over the phone, via the internet, or at automated teller machines (ATMs), 
supporting a wider pay-as-you-go market. The pre-payment capability should also 
enable suppliers to better manage customer debt, resulting in cost savings that can be 
passed on to all consumers. 

 
 
46  Review of the Scientific Evidence for Limiting Exposure to Electromagnetic Fields (0–300 GHz) Documents of 

the NRPB: Volume 15, No. 3  2004 
http://www.hpa.org.uk/Publications/Radiation/NPRBArchive/DocumentsOfTheNRPB/Absd1503/ 

47  Definition, Epidemiology and Management of Electrical Sensitivity: Report for the Radiation Protection Division 
of the Health Protection Agency HPA-RPD-010  (2005) 
http://www.hpa.org.uk/webw/HPAweb&HPAwebStandard/HPAweb_C/1247816558210?p=1197637096018 

48  http://www.iegmp.org.uk/index.htm  
49  http://www.hpa.org.uk/webc/HPAwebFile/HPAweb_C/1317133827077 Documents of the HPA April 2012 
50  HC Deb 5 September 2011 c197W onwards   
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However, some newspapers have raised concerns about the ease of disconnecting 
customers with smart meters, linked to fears that benefits will accrue more to supply 
companies than to energy customers:51 

Energy firms support the technology because it can supply precise meter readings 
automatically over the mobile phone  network, thereby allowing them to lay-off 
thousands of meter readers and billing staff.  

It will also allow them to cut off homes at the click of a mouse.   

In September 2011 Ofgem introduced new licence conditions for suppliers as part of its 
“Smart Metering - Consumer Protections Package” which ensure that rules around pre-
payment and disconnection apply to remote switching and remote disconnection.52  

Suppliers are already prohibited from disconnecting customers of pensionable age who live 
alone or with others of pensionable age or under the age of 18 during winter.  They are also 
expected to take all reasonable steps to avoid disconnecting other customers of pensionable 
age or customers who are disabled or chronically ill. They have to take all reasonable steps 
to identify such customers before disconnecting them (remotely or otherwise). Suppliers also 
now have to follow guidance when considering whether it is safe and reasonably practicable 
for a customer to be offered pre-payment and when establishing whether the customer or 
other occupants are vulnerable before disconnection.  

DECC says that smart meters will also enable quicker reconnection and that suppliers have 
made voluntary commitments to rapidly reconnect customers disconnected in error and 
providing these customers with compensation.53  

Introducing an adjournment debate on 23 April 201254 John Healey MP said he was both a 
supporter and a sceptic regarding smart metering.  Charles Hendry sought to reassure 
Members on the issue of debt and disconnection: 

As prepayment customers are often already more aware of their energy use and costs, 
our impact assessment forecasts a lower level of gas savings in particular from that 
sector. However, we believe that smart metering still has the potential to bring 
significant benefits to prepayment customers. Every smart meter will have the 
functionality to operate in either prepayment or credit mode, so the meters enable easy 
switching between the two payment methods as customers' circumstances change. 
Smart meters will allow more convenient ways of topping up payments, such as by 
phone, cash points or online, which should make prepayment appeal to a much wider 
group of customers. They will also enable periods to be set when disconnection will be 
prevented, for instance to stop customers from losing supply overnight or when shops 
are shut. 

 
51  Mail on line “£11bn smart meter plan ‘risks fiasco’: MPs warn only energy suppliers will benefit” 17 January 

2012 http://www.dailymail.co.uk/news/article-2087650/11bn-smart-meter-plans-risk-fiasco-MPs-warn-energy-
suppliers-benefit.html#ixzz1saG4SVq  

52  Ofgem (2011) Modification of Standard Conditions of Gas and Electricity Supply Licenses   
http://www.ofgem.gov.uk/Sustainability/SocAction/Publications/Documents1/Modification%20Direction.pdf 

53  DECC pers. comm., 2 May 2012 
54  HC Deb 23 April 2012 c782 onwards 
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SmartMeterPetition.org 

 Electro-Sensitivity 
Who does it affect? 
For those people already suffering from Electro-Sensitivity (ES) (2-4% of the population), the 
prospect of a country-wide wireless super grid is a daunting prospect. In their own consultation 
literature the Department of Energy and Climate Change (DECC) state they intend to make provision 
for „vulnerable‟ people. However this seems to refer only to those in financial hardship.  

Installing a wireless meter in every home, business and school, with relay hubs in every street will 
effectively mean people with Electro-Sensitivity lose their freedom. Even if they keep their own 
analog meter, ES people living in apartments or dense neighbourhoods are likely to be affected by 
other meters. It may not be possible to sufficiently shield a building from the radiation created by the 
wireless Smart Meter network; people with severe ES will be unable to live in any area covered by 
the wireless network (all of the UK by 2019). This means they will lose their homes, jobs and their 
freedom. This is a clear breach of the European Convention of Human Rights, and the Equality Act 
2010 which requires provision to be made to support people with a functional impairment.  The 
Electricity Act 1989 (amended 2010) states “..the Secretary of State or the Authority shall have 
regard to the interests of individuals who are disabled or chronically sick.” 

Note: The Equality Act 2010 was introduced by the UK Government last year: 
 The EA introduced the principle of indirect discrimination for disability. Indirect discrimination 

occurs when something applies in the same way to everybody but has an effect which 
particularly disadvantages, for example, disabled people. Indirect discrimination may be justified 
if it can be shown to be a proportionate means of achieving a legitimate aim. 

 The EA applies one trigger point at which there is a duty to make reasonable adjustments for 
disabled people. This trigger point is where a disabled person would be at a substantial 
disadvantage compared to non-disabled people if the adjustment was not made. 

What is the legal definition of disability? 
 The EA generally defines a disabled person as someone who has a mental or physical 

impairment that has a substantial and long-term adverse effect on the person‟s ability to carry 
out normal day-to-day activities.  

What’s the answer? 
As alternatives, „powered down‟ meters (Smart Meters that appear to have the Wi-Fi switched off) or 
a network that uses existing powerlines would not be suitable for ES sufferers or the health of the 
general population as they create further sources of radiation. The solution is to adopt a wired fibre 
optic network for Smart Meters in the UK with the option of wired Home Area Networks. The minority 
of sufferers who are not able to tolerate DSL/ADSL or fibre optic equipment in their homes, may be 
able to use a telephone landline and a simple dialup modem, or should be allowed to keep their 
analog meters without additional costs. Shielding materials should be provided free by the utility 
companies/ energy industry for people with ES. Sweden already supplies shielding materials for ES 
sufferers via government grants. 

Resources 
ES: Overview of Smart Meters http://www.eiwellspring.org/smartmeter/Smart_Meter_overview.htm 
ES-UK evidence, and microwave radiation research available to download at 
www.SmartMeterPetition.org 
More information about the issues of health and security of Smart Meters as well as posters, 
petitions and other copies of this help pack can be downloaded from www.SmartMeterPetition.org  
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Smart meters  Alasdair and Jean Philips

Smart meters and remote reading of meters
There  are  significant  differences  between  the  two  proposed  automated  ways  of  checking 
electricity and gas (and potentially other utility use) usage more accurately.  

Remote reading of meters

Remote reading of electricity meters occurs only occasionally, though the time scales may vary; 
some daily, some weekly, and some only when interrogated by a radio vehicle driving up the 
street on a quarterly basis. It is intended to minimise meter reading costs and fraud, dispensing 
with the need to gain entry to homes. This is especially useful for multi-occupancy properties, 
which can mean many call-backs, due to the number of people being out when the meter reader 
calls. The meters transmit readings using RF, but does so relatively rarely. 

Smart meters

There are already about 50,000 households which have the meter as part of trials. First Utility, a 
new energy company with 30,000 customers, offers each household a smart meter. But most of us 
will not start getting the meters until 2012.

The smart meters currently on trial in the UK all use WiFi inside the house and a mobile phone 
network card for contact back to the electricity company, mostly GSM, but one may be using 3G. 
In  South  Africa  the  electricity  network  is  using  TETRA  for  the  meters  as  the  signal  travels 
through walls and buildings better due to its lower carrier frequency (436 MHz).

By  2020  every  one  of  the  26  million  households  in  the  country  will  have  their  old  gas  and 
electricity meters ripped out and replaced, with the cost expected to run to between £7 billion and 
£9 billion. The cost will initially be swallowed by the energy companies, who over time will pass 
it onto consumers. The Government insists, however, that even with this cost consumers could 
benefit by as much as £100 a year because the smart meters will allow them to cut down on their 
energy  usage.  You  will  not  get  a  direct  bill  from  your  energy  company  for  the  meter,  but 
inevitably you will have to pay something towards the £7 billion cost of installing the meters, 
which cost up to £100 each.  This could cost around £5 a year. But taking into account the energy 
you will be saving by having the meter, some analysts reckon we will be better off by about £40 a 
year, though this figure is strongly disputed, and many experts say the figure would be far lower.

The installation cost will be approximately £340, but the government believe that customers will 
save this (and more) in the long term, and reduce carbon emissions, by seeing their costs and 
usage on a daily basis, and therefore be encouraged to cut back to reduce bills. This has been 
hailed  as  a  forward-looking  'green'  initiative,  which  appeals  to  those  who  do  not  want  the 
production of electricity using nuclear power, or a reduction in need for power. 

However, in Denmark and the Netherlands, energy savings fell below 5% after the meters had 
been in place for about 6 months. People in the United States, who already have smart meters, 
complain of unexplained high bills and in some cases they are having to keep the old meters in 
place alongside the smart meters!

Mr Miliband's department admitted to the Daily Telegraph (November 2009)  that the official 
estimates of savings from the new meters were lower than had previously been thought, possibly 
£28 per year per household. Most of the savings will be made by the utility companies as they 
will not  be employing meter readers.
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'Smart' metering, which will always include the remote reading capability mentioned in the first 
section,  is  much  more  complex.  It  is  primarily  intended  to  enable  electricity  demand  to  be 
affected by altering the price per unit over a wide cost range (like large industrial users have had 
for many years – their price can vary from a few pence per unit to over £10 per unit if they exceed 
their approved demand at peak times!). Smart metering is an automated and advanced version of 
'off peak' or 'economy 7' off-peak electricity. 

Instead of having fixed times which are cheaper, the companies will set the electricity price from 
minute to minute depending on demand and surplus load availability. The smart meters are told 
the current price (by RF/microwave or by signals on the wires) and depending how they have 
been set up, they either turn circuits on/off or use a WiFi type system to talk to your washing 
machine,  electrical  heating  systems  (like  storage  heaters)  and  other  high-power  electrical 
equipment so that the equipment (depending how you have set it) can decide when to 'run'.

This would mean that your washing machine would cost a great deal if you use it at 8 a.m. or 
6 p.m. or between 11.00 a.m and 3.00 p.m. on Sunday (for example), but if you had pre-loaded it 
the previous night and allowed it to start automatically when the price was best (say 4 a.m.) then 
it  would  cost  maybe  one-hundredth  of  the  unit  cost  than  if  it  were  on  at  the  peak  times 
mentioned. Even fridges and freezers would turn off during the most expensive periods unless 
their temperature was too high for safety at the time. This is because the UK (and most European) 
electricity systems can often be working at  almost maximum capacity,  especially during cold 
periods, and there have been some almost complete automated protective shut-downs. If that 
happened it would take at least 12 hours to get everyone back on an electricity supply.

The meters could be used to ration supplies across the network or cap electricity use for certain 
households. Households generating their own electricity through rooftop windmills, etc. could 
sell  it  back  into  the  National  Grid  via  the  meters.  Smart  meters  will  also  be  to  monitor  the 
electricity you can create at your home through wind turbines or solar panels. And it will enable 
you to sell this energy when you do not need it. They could also communicate with electric cars 
that are parked and fully charged enabling the cars' batteries to provide power to the grid when 
electricity supply is low. 

However,  we believe  that  at  the  so-called "smart  meters"  launch that  Ed Balls  announced in 
November 2009, "smart" is only smart for one thing - the electricity industry's profits.  Energy 
suppliers will save billions by doing away with meter readers and call centre staff, and it will 
mean estimated bills are a thing of the past. 

What the UK Government is  now announcing seems to be nothing more than "remote meter 
reading" (almost certainly by installing at least one mobile phone connection in every home's 
electricity and gas meter) which allows the industry to lay off the 1000s of meter readers and thus 
increases the electrical industry's profits, without any of the positive tariff-led demand control 
that  "Smart  Metering"  properly  means.  It  will  also  effectively  put  a  mobile  phone  in  every 
electricity and gas meter. This is really bad news for electrosensitive people. 

As far as we can find out, the major energy companies have failed so far to agree the best method, 
despite the scheme being years in the planning. This is mainly because (very sensibly!) most of 
the suppliers and generators want the meters to be able to control electricity demand as well as 
just be able to be read remotely.

The problem here is that there are at least five significantly competing but incompatible schemes 
(e.g.  Zigbee,  Z-wave,  etc)  for  communication and control  of  appliances in  the  home.  We are 
extremely concerned that this current Government's initiative will result in billions of GBP being 
spent  on  remote-reading  meters  that  will  be  anything  but  truly  "smart".  The  choice  of 
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communications protocol inside the house cannot be left to market forces or large numbers of 
appliances and meters will end up not being able to talk to each other.

The likelihood now is that industry will go for MESH networked meters, probably at 800 to 900 
MHz, which will chat to each other (with a different signal format from anything else) and pass 
data onwards and eventually get to/from an Area Access Point which will be 3G/UMTS based 
for  ongoing  communications.  This  greatly  reduces  infrastructure  casts  and  most  large  scale 
implementations in Canada and the USA are currently using this method. 

A test on a HydroOne smart meter showed that it was transmitting every few seconds as part of 
the 'mesh network'. A report by Richard Tell Associates (2008) states that at 0.3 metres the 2.45 
GHz mesh network transmitters fitted in homes will emit about 6 V/m. This is higher than the 
BioInitiative recommendation of 0.6 V/m outdoors and 0.2 V/m indoors.

We almost certainly will have to have 'intelligent' metering and control for future electricity use, 
and  sustainability.  Mobile  phone  technology  will  be  used  to  transmit  information  on  each 
family’s energy consumption to a central ‘hub’. It is expected that the Department of Energy and 
Climate Change (Decc) will call for a "central hub" model,  kick-starting one of the biggest IT 
projects the country has ever seen. The meters will need to send accurate readings to a central 
office via SMS or GPRS technology. The office will be run by a communications and IT specialist 
and it is understood companies such as Vodafone and O2 are negotiating to be involved. This 
company will then pass the data onto the individual energy companies.

As well  as the meter under the stairs,  it  is  hoped 
householders will have a small screen – the size of a 
small  paperback  –  which  they  can  keep  in  the 
kitchen, or sitting room. This will allow companies 
to  send  messages  to  families  about  their  bills, 
special offers or warnings about when their energy 
usage  is  unusually  high.  Which?,  the  consumer 
watchdog,  has warned that  without  these  screens 
householders could save as little as £1 a year off their bills, because they will not be able to tell 
how much energy they are using on an hour-by-hour basis. Which? also fears that Decc will not 
make these screens mandatory. Information from the meters will be sent, usually through the 
mobile  phone  network,  to  the  supplier  via  the  energy  hub.  This  will  show  household 
consumption and end disputes over bills. 

The meters  will  also show how much carbon is being used and allow consumers to identify 
exactly where energy is being used throughout the house. 

Unfortunately, it will increase people's exposure to the already ubiquitous electrosmog, and those 
who are already sensitised to RF radiation may find their symptoms increase or worsen. People in 
the  UK fitted with pacemakers  are not  required to have smart  meters.  There  could be  other 
exemptions, but there are financial consequences. It would be useful if the ability to monitor use 
of electricity were a function that could be disabled, leaving the occasional RF transmission for 
the purposes of billing the only function left working. This would mean very little exposure to 
those who are sensitive. This would avoid the problems created in transmission by those who 
decide  to  screen  the  RF  from  the  meter,  thus  disabling  its  ability  to  transmit  at  all.  When 
measurements  were  taken in  Germany in  March 2009,  the details  were  transmitted every 30 
seconds. According to the firm that manufactures the meters, the intervals between readings are 
shorter when the figures are needed for bill calculations and longer during the rest of the time. 

Because of this, a fully wired (non-wireless) option must, in our opinion, be designed into the 
system that is finally authorised for use so that we do not all have to have yet another source of 
microwave pollution inside our homes. Technically there should be no problem at all in allowing 
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for that option.  However,  one email correspondent,  in December 2009,  said  “I have contacted  
British Gas asking if they had non-wireless versions and they do not”. For ES people, they should be 
able  to  take  regular  meter  readings  and call  or  mail  these  to  the  supply  company,  with   a 
company employee checking the meter annually or semi-annually to ensure accuracy.

There are systems that could be implemented that would mean that virtually no microwaves 
need to be used. For example, most 'off-peak' meters in current use pick up a long-wave radio 
signal (just like a long-wave/medium-wave radio – at tiny levels in most homes) and use that to 
switch between normal and low rate charge modes. This type of system could be used to transmit 
the prices and then either a dLAN (along the house wiring) or a fully signal-wired (like a very 
simple Ethernet type system, e.g. CAN-bus which is now used in most motor vehicles) system 
used to communicate with your electrical appliances.

There have been trialled ways of  reading the  meters  using RF signals  transmitted down the 
mains, rather than wirelessly. However, there have been problems including getting the signal 
inside houses and interference has been reported by amateur radio enthusiasts. It would also add 
considerably  towards  the  amount  of  'dirty  electricity'  that  would  be  measurable  in  people's 
homes. It may be an alternative, though for multi occupancy buildings, such as flats.

It will be possible for people to opt out completely, but their electricity bills will usually end up 
being several  times  as  expensive  as  people  who fully  utilise  the  smart  metering  and control 
functions.  It  has  been  suggested  that  there  will  be  a  dearer  'standing  charge'  for  everybody 
(maybe about £50 per year, mostly to pay for some real people meter readers) and that this charge 
will be heavily discounted (and maybe credited in full) to families who have smart meters.

It may be that smart meters could also be used in the future as a way to monitor and control 
water usage, especially in areas where the water supply is becoming increasingly problematical.

It has been suggested smart metering may be possible using optic fibres, which would eliminate 
added RF exposure. For individual homes fibre optic cabling is relatively high in cost because of 
technological limitations, possibly in the order of £600 per household in cities, towns and village 
streets with lots of houses.  The price would be greater for rural  areas where there are fewer 
connections, when the main cabling cost would have to be shared by fewer people.

A combination of communications networks could be possible. The data could  be  transmitted 
down a  telephone  line,  the  infrastructure  for  which  already exists,  and almost  all  telephone 
exchanges are now connected by optical  fibre,  and have acceptable bandwidth speeds.  Rural 
exceptions, such as the Scottish Highlands and Islands,  where the fibre optic cabling has not been 
laid, often use microwave links for their main connection anyway.

So,  a  good way would  be  to  incorporate  a  telephone line  based ADSL router  (or  modem/+ 
firewall) in every smart meter with an additional Ethernet socket(s) to attach an Ethernet switch 
for home broadband and for wired appliance control. Such a wired system would allow BT (etc.) 
to  supply subsidised wired broadband to  every  house,  give  them the  income to  extend and 
improve their  long-distance fibre-optic  infrastructure,  and allow us to reduce  our microwave 
exposure.

Instead, the mobile phone companies are looking for new ways of making money, now the phone 
market is becoming saturated; people like Sir John Bond, the chairman of Vodafone, is a business 
adviser to the Government; so a new wireless metering company will be set up, that will be then 
sold off at a vast profit in the future. I don't suppose the British tax-payer will see any of the 
profits made.
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It  would  be  good  to  ensure  that,  inside  our  houses,  we  can  have  the  option  not  to  use 
RF/microwaves to communicate between the meter and various appliances, without suffering 
financial consequences. This will need a considerable amount of lobbying by a lot of people.

Bans on smart meter installations

Marin County board of supervisors is to consider a moratorium on PG&E smart meters, partly 
because  of  health  concerns.  More  than  22  cities  and  3  counties  in  California  have  already 
launched formal objections to the  mandatory deployment of smart meters, since many people are 
concerned about the likely long-term health effects. Fairfax has passed an ordinance allowing the 
town's police to physically prevent contractors from installing radiation meters.

Solar storms may affect smart meters

NASA is expecting magnetic storms in 2013 when two solar cycles (11-year and 22-year) coincide. 
Magnetic  storms  can  play  havoc  with  many  types  of  electronic  wireless  equipment.  At  the 
moment it is unclear whether smart meters would be able to continue to function if exposed to 
such an electromagnetic pulse, thus reducing the availability of power to the majority of homes, 
businesses, etc.  

The content of this article can be freely used with appropriate citation              © www.powerwatch.org.uk  
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A  Electro-sensitivity and wireless Smart Meters 
 

What are the short-term symptoms from wireless Smart Meters? 

Symptoms from the radiation emitted by wireless Smart Meters are: headaches, dizziness, 

short-term memory loss, a fuzzy head, irritability, itchiness, aches, sleep disturbance, 

digestive problems, heart-rate changes, and many more. Both children and adults can suffer. 

 

How many people are likely to be ill from wireless Smart Meters? 

People’s exposure to wireless Smart Meter radiation varies considerably between properties. 

Therefore the number of people affected by short-term symptoms will also vary according to 

individual conditions. Surveys suggest that about 30% of the population are slightly allergic to 

radio exposure, usually without knowing it, 3% moderately, and under 1% severely. 

 

Is the number people suffering from Electro-sensitivity rising or falling? 

Doctors around the world report a steady increase in the number of people being sensitised. 

Some scientists estimate that up to half the population could be sensitised to some extent by 

2017 to 2065, depending on the growth in electro-pollution, including wireless Smart Meters. 

 

What do the WHO and scientific studies say about Electro-sensitivity? 

In 2000 the Nordic Council of Ministers categorised “El-allergy” as IDI-10-R68. In 2005 the 

WHO stated that the symptoms are “certainly real” and it can be a “disabling condition”. 

Increasing numbers of studies show a link between EM exposure and autonomic responses. 

 

What are the long-term health problems from wireless Smart Meters? 

Long-term or high-level exposure to similar radiation is linked with cancers and neurological 

diseases. UK wireless Smart Meter trials began in 2009 so there are no long-term studies. 

 

What do the WHO and scientific studies say about wireless Smart Meters? 

In 2011 the World Health Organisation’s IARC classified radiation such as from wireless Smart 

Meters as a 2B possible carcinogen. Mobile phone radiation and Wi-Fi change brain functions 

and can harm male fertility. This radiation is linked with neurological diseases and cancers. 

 

How do wireless Smart Meters cause ill health? 

Electromagnetic radiation can affect the autonomic nervous system, protein expression and the 

thyroid. Mechanisms include calcium efflux at ion cyclotron resonance on cell membranes, 

reduced melatonin, mast cell degranulation, free radicals, DNA effects, biogenic magnetite, 

cryptochromes and metal implants. Some genetic variants are more sensitive to EM radiation. 

 

How similar are health effects from radio frequency and from ionising radiation? 

“Electrosmog ELF changes are similar to ionizing radiation from Chernobyl or Fukushima’s 

ionizing radioisotope particles, with health deterioration and behavioral problems, premature 

illness and death.” (Dr. Bill Deagle) 
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B  Radiation from wireless Smart Meters 
 

How many wireless transmitters does a wireless Smart Meter have? 

A wireless Smart Meter has at least two transmitters for operating on two networks: 

1. The Wide Area Network (WAN) links individual houses to a base station. 

If wireless, this can use mobile phone networks, Wi-Fi, or special frequencies. Some 

special frequencies are low so as to penetrate further through concrete and into cellars. 

2. Home Area Network (HAN) links the meter and appliances in the house. 

If wireless, this may use ZigBee, Z-wave or Wi-Fi radiation systems. 

Both systems receive incoming wireless signals too; these typically penetrate the whole house. 

3. Some wireless Smart Meter systems use a ‘mesh’ or ‘grid’ network, where each WAN 

transmitter can relay information to another, allowing a single nodal access point to 

communicate with the base station. Although this system is used in the UK for 

controlling some street lamps and other equipment, at present it seems that every 

property which opts for a wireless Smart Meter will send and receive individual signals 

to and from the base station. 

 

How powerful are wireless Smart Meters? 

The power depends on the system and the location of the wireless Smart Meter and mast.  

1. Most wireless Smart Meters are as powerful as a mobile phone, or sometimes more 

powerful. If the meter is in the cellar, under the stairs or in the centre of a house, or 

deep inside a block of flats and a long way from the nearest mast, it operates at higher 

levels than if the meter is outside and with an uninterrupted line to a mast nearby. 

2. A wireless Home Area Network has to penetrate walls, floors and ceilings. 

3. A block of flats or houses built close together produce wireless Smart Meter signals 

penetrating the whole area strong enough to cut through the increasing levels of 

general electro-magnetic pollution, including the Home Area Networks’ radiation. 

See sections C and D below for typical measurements. 

 

How frequently does a wireless Smart Meter transmit? 

This depends on whether the meter is for gas, water or electricity, and other factors, especially 

if there is a “mesh network”. Each signal may last for a few seconds or less but this will vary. 

1. Gas and water may send data outwards once a week or more frequently. 

2. Electricity may send data outwards and controls inwards once per hour or half hour, 

with more signals at busy times, such as morning, early evening and weekends. 

3. The Home Area Network may operate continuously. Some domestic appliances have 

built-in radio transmitters and receivers which cannot be turned off. 

4. A block of flats or houses built close together have high numbers of wireless Smart 

Meter signals penetrating the whole area. 

5. A “mesh network”, where meters relay information to each other, as used in California, 

can produce up to 22,500 separate digital pulses daily. Although the stated time is 45 

seconds of wireless transmissions per day, this is for the 4-6 times daily that energy 

usage information is transmitted. The other pulses are part of the "mesh network". 

 

Why is “time-averaging” the wrong measurement for ill health from wireless Smart 

Meters? 

(a) Wireless meters send short bursts of radiation, often for under 1% of the time. If the 

levels of these short bursts are averaged over the whole time (“time-averaging”), 

including when the meter is not transmitting, the average can be about 100 times lower 

than the actual radiation level. At present, all UK standards are for “heating” and these 

are time-averaged over six minutes. 

(b) Many scientists think the peak electrical pulses are particularly bio-active. Time-

averaging can reduce the peaks for pulsed and digital radiation. 
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C “Non-thermal” and “heating” limits 
 

Why is “non-thermal” important for ill health from wireless Smart Meters? 

Wireless meters send short bursts of radiation which do not have heating or “thermal” effects 

on human tissue, but are still bio-active at “non-thermal” levels. The UK’s safety levels are 

based on heating and not on the established “non-thermal” effects of radiation. 

 

What is the UK government’s view on “non-thermal” effects from wireless Smart 

Meters? 

(a) Part of the UK government accepts ill health from “non-thermal” radiation. In 2011 the 

UK government’s Department for Energy and Climate Change made wireless Smart 

Meters voluntary, accepting “non-thermal” health effects. The UK government accepted 

the Stewart Report of 2000 and still advises that children should not use mobile phones 

except in an emergency. Any wireless Smart Meters using mobile phone radiation, 

therefore, contravenes the government’s advice, since they are not an “emergency”. 

(b) The UK government’s Health Protection Agency, however, claimed in 2011 that the only 

health effect of radiation like that from wireless Smart Meters is “thermal” or heating, 

as in a microwave oven. The HPA also claims that there is no “consistent” evidence (“no 

evidence” until 2008) of ill health in the “general” population from such radiation. The 

National Health Service, however, uses procedures which operate with “non-thermal” 

radiation and most scientists now accept adverse effects from “non-thermal” radiation. 

 

What is the view of other authorities on “non-thermal” effects from wireless 

transmitters? 

The problem of ill health at “non-thermal” levels was discovered among radio and radar 

workers in the 1930s, but it has now spread into the general population. Russia accepted ill 

health at “non-thermal” levels in 1958 when it set much lower safety limits than the UK. The 

US National Academy of Sciences’ National Research Council accepted “non-thermal” effects in 

1986. Many organisations, such as the International Commission for Electromagnetic Safety, 

the EU Environmental Agency, the EU Parliament, and the Council of Europe, regard the UK’s 

“heating” limits as obsolete and call for “non-thermal” limits in the UK. Denis Henshaw, 

emeritus professor of Human Radiation Effects at Bristol University, says that the UK 

government is “poorly advised”. 

 

How does wireless Smart Meter radiation compare with “non-thermal” and “heating” 

safety limits? 
 

*1,925,000 (1,925 V/m) peaks allowed 
 

How do wireless Smart Meters compare with mobile phones, and “non-thermal” and 

“heating” safety limits (800-900 MHz)? 
 

*These power density figures are based on measurements in North America. There are few published measurements 
available for the UK. 

Location Electric fields Nature “Non-thermal” limit ”Heating” limit* 

Near transmitter mV/m mV/m mV/m mV/m 

    61,000 (61.0 V/m) 

mobile phone/Wi-Fi router 6,000 (6.0 V/m)    

phone mast 900 (0.9 V/m)    

   194 (0.19 V/m)  

  0.02 (0.00002V/m)   

Location Power 
density 

Nature “Non-thermal” limit ”Heating” 
limit* 

Near transmitter uW/cm2 uW/cm2 uW/cm2 uW/cm2 

    5,800 (UK) 

some mobiles 3-400    

*wireless Smart Meter, bank 5-200    

*wireless Smart Meter, single 5-70    

mobile phone mast 5-40    

mobile phone 3-40    

   Russia, Italy outdoors 10  

   China outdoors 6  

   Switzerland outdoors 4  

   Bioinitative indoors 0.1  

  0.00001   
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What do other countries advise on wireless Smart Meters? 

Many countries like the USA and Canada are facing the problem of members of the general 

populations suffering ill health from wireless Smart Meters and Wi-Fi. Some US states now 

make wireless Smart Meters voluntary because of these health problems. Other countries have 

avoided wireless Smart Meters and opted for wired Smart Meters because of health problems. 

In addition Germany and Israel advise against Wi-Fi. The Council of Europe in 2011 advised 

that radiation from devices like wireless Smart Meters and Wi-Fi should be avoided where 

possible, especially in schools. This is the view of many doctors’ associations and international 

experts on biological effects of EM radiation. 
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D Protecting people with electro-sensitivity from 

wireless Smart Meters 
 

Should Electro-sensitive people be shielded from a neighbour’s wireless Smart 

Meters? 

Yes. Doctors advise that the first priority for people sensitive to electro-magnetic fields is to 

avoid radiation. It is difficult and expensive, however, to shield a whole house from a 

neighbour’s wireless Smart Meter  and Wi-Fi, and almost impossible to shield the garden. 

Wireless Smart Meter and Wi-Fi radiation can be strong for 30 to 100 metres and it goes 

through walls. Although some people protect themselves with silver-lined netting, used for 

military protection in electro-magnetic warfare, this is expensive. 

 

Are children, pregnant women and elderly people especially vulnerable to wireless 

Smart Meters? 

Yes. Long-term exposure to electro-magnetic radiation weakens the immune system. The 

depth radiation penetrates into the body depends on body size and tissue. Children absorb 

60% more radiation than adults. Current UK guidelines protect a healthy adult male from 

heating, averaged over six minutes, but not a child or elderly person from the biological effects 

of long-term exposure. Children, pregnant women and elderly people should not sleep or sit 

for long near a wireless Smart Meter or a Wi-Fi router or a neighbour’s wireless Smart Meter  

or Wi-Fi. A foetus is especially sensitive to EMR. 

 

How do other countries protect Electro-sensitive people while providing data 

communication and control for Smart Meters? 

Parts of France use fibre optic cables which do not emit harmful radiation. Italy and Idaho use 

power lines; these give off small amounts of radiation, but far less than wireless meters.  

 

How can a customer change from a wireless to a wired Smart Meter? 

They ask their utility company to retain, or to change to, a wired meter. It is not an offence to 

refuse a wireless Smart Meter for health reasons or other reasons such as privacy. 

  

How much will utilities charge for a wired Smart Meter? 

This has not been decided. Since people already functionally disabled by radio transmissions 

need wired Smart Meters on health grounds, it seems reasonable to assume that there should 

be no extra charge. This will also allow utility companies to comply with the Equality Act of 

2010 which prohibits discrimination on the grounds of disability. 

 

Should people with Electro-sensitivity have neighbours using wireless Smart Meters? 

No. People already allergic to radio transmissions should avoid radiation from neighbours’ 

wireless Smart Meters. Usually, therefore, close neighbours should not have wireless Smart 

Meters, especially if a person’s property is between a neighbours’ meter and the nearest phone 

mast. The utility company needs to provide the neighbours with wired Meters. 

 

How can a utility prevent radiation from a neighbour’s wireless Smart Meters from 

entering the property of a person with Electro-sensitivity? 

This appears to be the responsibility of each utility company. The utility company should 

arrange for the neighbours’ wireless Smart Meters to be replaced with wired ones, or provide 

effective shielding for the house and garden of the person with Electro-sensitivity. 

 

Can a person with Electro-sensitivity shield his/her house and garden from a 

neighbour’s wireless Smart Meter? 

It is difficult and expensive to shield a whole house, and almost impossible to shield a garden, 

from a neighbour’s wireless Smart Meter. Mobile phone radiation can remain strong for over 1 

Km in semi-rural areas and it goes through walls. Unless the house can be built from scratch, 

it is usually better to start with a single room, using special carbon paint. Some people have 

tried lining walls with high quality kitchen aluminium foil. These need to be earthed. An easier 

solution is protective silver-lined netting, as used by the military for electromagnetic warfare, 

but this can be expensive.  
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How much difference does the location make for a wireless Smart Meter? 

The closer a person sleeps or sits to a wireless Smart Meter, the stronger the signal and the 

more likely that person is to suffer ill health. A person with Electro-sensitivity needs to take 

especial care if a wireless Smart Meter is on the other side of a wall, or where the radiation will 

pass through the wall(s) and room(s) to reach the mast directly. 

 

Can children, or pregnant or elderly people be protected from wireless Smart Meters? 

It is especially important to ensure that a wireless Smart Meter is not located close to a child’s 

bedroom or to where an elderly person spends much time. This can include a room close to a 

neighbour’s house if the neighbour’s wireless Smart Meter is nearby. Carefully check the 

location of wireless Smart Meters in a block of flats. If all the wireless Smart Meters are ranked 

on the exterior wall of one room, that room could have high levels of radiation. 

 

Do wireless Smart Meters add to “hot-spots” in a house? 

Yes. All electromagnetic radiation can create interference patterns. There are two main factors 

in creating a “hot-spot” in a property.  

(a) The constructive interference of two sources of radiation can create small areas in a 

house or garden with levels or radiation much higher than the surrounding area. This is 

becoming increasingly common as different neighbours beam different sources of Wi-Fi 

into a given property and these mix together, and also interfere with radiation from 

nearby phone masts, depending on frequencies. 

(b) The structure of the house, such as thick walls, steel beams or reflective metal sheeting 

in kitchen fittings, can significantly distort radiation patterns. 

It is very hard for most property owners to locate these hot-spots, even with the help of an 

appropriate meter. They can appear as narrow beams through rooms, or areas a few feet 

across in the middle of a room. They can be more common upstairs where there is often more 

exposure to masts and neighbours’ radiation. This is a concern for sleeping areas, where 

doctors advise minimum electromagnetic pollution. Since neighbours’ wireless Smart Meters 

are in fixed locations, each time they transmit they may create a hot-spot in the same place in 

the property. It may be difficult to find out whether such a hot-spot is in a sleeping area. 

 

Are animals and plants affected by wireless Smart Meters? 

Yes. As with people, the degree of exposure will vary greatly. Pets like dogs can be sensitive to 

electro-magnetic radiation and the growth of plants close to transmitters can be effected. 

 

What distance from a wireless Smart Meter prevents all health effects? 

Many leading experts on the non-thermal health effects of man-made radiation state that there 

are no safe limits. To avoid all the health effects of wireless Smart Meters using mobile 

technology, therefore, the mobile phone and the mobile phone mast should be up to five miles 

away. Since the radiation power decreases by the inverse of the square of the distance, by 

about five miles it should be down to background levels for most mobiles. The further a 

wireless Smart Meter using mobile technology is from the mast, the greater the radiation 

levels from both the meter and the mast while they are both in range. 

 

What distance from a wireless Smart Meter prevents short-term health effects? 

This depends on: 

(a) how sensitive a person’s whole body is to the toxic effects of electro-magnetic pollution,  

(b) whether the person has particular susceptibilities, such as metal implants, mercury 

amalgam dental fillings, or some genetic conditions, 

(c) how much other electro-magnetic pollution there is in the area,  

(d) how frequently the person is, and has been, exposed to the radiation,  

(e) where the mast and transmitter are sited in relation to the person,  

(f) the type of transmitter and signal, and  

(g) the atmospheric conditions, since mobile phone masts can increase power in each cell 

when rain attenuates the signal.  

Many people with electro-sensitivity can feel mobile phones within several metres, such as 

when a mobile sends a text message. Some can feel even the charge in the phone’s battery. 

In some circumstances people with and without electro-sensitivity can suffer electro-sensitivity 

symptoms a mile or more away from both the mobile phones and the masts if the atmospheric 
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and geographical conditions mean, for instance, that all the radiation has to pass over the 

brow of a hill where you are sleeping or standing. 
 

        * 1,952 V/m peaks 

 

The Itron RF WAN transmitter is said to produce 304mW at 902 MHz, and the ZigBee HAN 

transmitter 78 mW at 2.4 GHz. Measured exposures vary considerably. 
 

*Some 100 milliWatt values come from the Swiss government report Electrosmog in the Environment (2005, p.54). 

 

How do other countries provide data communication and control for Smart Meters 

while protecting people with Electro-sensitivity? 

Parts of France use fibre optic cables. There is no harmful radiation from fibre optic cables. 

Italy and Idaho use power lines; these give off some radiation, but less than wireless meters.  

 

How relevant are SAR data from mobiles to wireless Smart Meter radiation? 

The Specific Absorption Rate for mobile phones has two serious limitations.  

(a) SAR is designed to prevent heating. For wireless Smart Meters the danger is from “non-

thermal” biological effects. This needs to be set at a much lower safety level. 

(b) SAR is particularly designed to prevent heating in the head. For wireless Smart Meters 

the danger is from “whole body” exposure. This should be set at a lower safety level.  

 

Do wireless Smart Meters emit radiation on house wiring (transients or “Dirty 

electricity”)? 

Wireless Smart Meters with Switching Mode Power Supply may add radio frequency spikes at 

4-60 kHz with 2 V amplitude on house wiring, even with the radio transmitters switched off. 

These frequencies are particularly bio-active and have been linked with many serious illnesses. 

 

Who is responsible for ill health to people with Electro-sensitivity and to other people 

from wireless Smart Meters? 

The owner of the wireless Smart Meter and the utility using it seem responsible for ill health 

caused. Most insurers now refuse to underwrite ill health from electro-magnetic radiation. 

 
THRESHOLDS AND LIMITS:   BIOLOGICAL AND HEATING 

 
(Electric fields:  Volts/metre, peak to peak) 

NB: for most toxins safety limits are usually 10 times lower than the human threshold 
 

 
nature 

biological 
response 
threshold 

Non-
thermal, 
biological 

limit 
 

Burger-
form 

proposed 

Non-
thermal, 
biological 

limit   
 
 

Salzburg 
indoors 

conscious 
symptom 
threshold 

 
 
 

(some 
EHS) 

conscious 
symptom 
threshold 

 
 
 

(30% gen. 
population) 

Non-
thermal, 
biological  

limit 
 

Bio-
initiative 
indoors 

Non-
thermal, 
biological 

limit 
 

Bio-
initiative 
outdoors 

Heating,  
6 minute 
average, 

limit 
 
 

HPA UK, 
ICNIRP 

<0.00002 0.0001 0.002 0.02 0.02 - 
0.05 

< 0.06 0.2 0.6 *61.0 
 

 
TYPICAL MEASURED EXPOSURE LEVELS  

(Electric fields:  Volts/metre, peak to peak) 
 

 
distance 

 
(metres) 

transmitter power (milliWatts) 

 ZigBee HAN  Mobile phone WAN 

25 mW *100 mW 

Minimum Maximum 

0 (3) (2) (7) 

0.5 0.14 1.1 4.9 

1 0.07 0.7 2.8 

2 0.03 0.4 1.5 

5 0.01 0.1 0.7 

10 0.007 0.05 0.4 

20 0.003 0.03 0.2 

50 0.002 0.01 0.1 

100 0.001 0.006 0.05 
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E Experiences of Electro-sensitivity from wireless Smart 

Meters 
 

Examples of people made ill in the north America by a wireless Smart Meter. 

 

• “I developed electro-sensitivity after my smart meter was installed … The wireless smart 

meter was placed on my bedroom wall near the head of the bed, by my pillow, on the 

outside of the building. For six months I tried to sleep in my usual spot, unaware of the 

danger. By the time I was very ill, I found out it was the meter from my doctor. Now I can’t 

go near it; I have become extremely sensitive, have endured painful loud clicking and 

ringing in the ears, ice-pick pain in the ears, severe headaches and more.” 

 

• “After activation of our wireless electricity meter, tinnitus was activated in me for the first 

time. I “heard” one meter transmit at 9, 24, 39 and 54 minutes after every hour, with this 

microwave auditory (Frey) effect hearing rising and falling many times per hour.” 

 

• "I have been suffering from chronic headaches for at least six weeks and this coincides with 

the installation of three wireless meters in the basement of my residence eight weeks ago. 

The headaches are moderate but constant, all day. I sometimes wake up at night feeling a 

cap of lead around my skull. I notice that the peak of pain is usually on Monday. I assume 

that is because I am exposed longer on weekends than during the week, since I work 

elsewhere. I have had memory lapses and difficulty concentrating over the last few weeks 

and I feel slightly irritable even when everything in my life is going very well.” 

 

• A resident returned home to find a wireless smart meter installed against her wishes, “it 

set off a 17-day hell ride” that turned her strong constitution upside down. She felt so 

weak she couldn’t even pack her bags to get away from the house. “I am never dizzy. I 

never get headaches. I never had heart palpitations or any of these things. And sure 

enough, I just about had everything that can go wrong. And this was the moment that 

thing was installed.” After standing close to the wireless meter for 10 minutes or so, she 

began to get a headache unlike anything she’d dealt with before in her life. “I said to my 

husband, ‘It’s as though you get electrocuted and your brain gets electrocuted.’ It is very, 

very strange, and it’s very strong.” After 17 days of dizziness, nausea, and virtually no 

sleep, the utility company removed the smart meter and replaced it with an analogue 

meter. 

 

• When a local utility company installed a wireless smart meter in the summer of 2009, the 

resident thought little of it. Then she began to feel odd. She was a practiced sculptor, but 

now she could not sculpt. “I couldn’t concentrate, I couldn’t sleep, I couldn’t even finish 

sentences.” She experienced “incredible memory loss” and, at the age of 51, feared she 

had come down with Alzheimer’s. One night during a snowstorm in 2010 her house lost 

power, and when it came back on her head exploded with a ringing sound – “a terrible 

piercing.” The buzzing in her head persisted. She took to sleeping on the floor of her 

kitchen that winter, where the refrigerator drowned out the noise. There were other 

symptoms: headaches, nausea and dizziness, persistent and always worsening. 

“Sometimes I’d wake up with my heart pounding uncontrollably,” she said. “I thought I 

would have a heart attack.” She told the utility company to remove the wireless meter: “I 

will die if you do not install an analogue meter.” When the analogue meter was installed 

her symptoms disappeared. But her exposure to the meters has super-sensitised her to all 

kinds of other EMF sources. “The smart meters threw me over the electronic edge.” A 

mobile phone switched on in the same room now gives her a headache. Stepping into a 

house with Wi-Fi is intolerable. Passing a mobile phone mast on the street hurts. 

“Sometimes, if the radiation is very strong, my fingers curl up,” she says. “I can now hear 

cell phones ringing on silent. Life has dramatically changed.” 

 

• Dr Karl Maret: “These symptoms often coincide with the installation of their SmartMeters” -  

ringing in the ears, headaches, anxiety and difficulty using one’s limbs. 
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F Human rights and people with Electro-sensitivity from 

wireless Smart Meters 
 

What are the basic Human Health Rights as regards ill health from wireless Smart 

Meters?  

1. The right to homeostasis in our own bodies. 

2. The right to normal central nervous system function. 

3. The right to natural environmental cues which synchronize our circadian rhythms. 

4. The right to sleep. 

5. The right to heal. 

6. The right to hear. 

7. The right to reproduce. 

8. The right to learn and retain memories. 

9. The right to an intact genome. 

If one of these rights is at risk from involuntary wireless Smart Meter exposure, it is a breach 

of human health rights and the wireless Smart Meters should be removed. 
 

Does the United Nations’ Universal Declaration of Human Rights apply to people with 

Electro-sensitivity harmed by wireless Smart Meters? 

The following Articles which form the Declaration seem to apply to people with electro-

sensitivity whose enjoyment of health is compromised by willful environmental pollution. 

3: “Everyone has the right to … security of person.” 

5: “No one shall be subjected to … degrading treatment.” 

7: “All are equal before the law and … all are entitled to equal protection against any 

discrimination in violation of this Declaration.” 

13. “Everyone has the right to freedom of movement and residence with the borders of each 

state.” 

21. “Everyone has the right of equal access to public service in his country.” 

23. “Everyone has the right to work, to free choice of employment, to … favourable conditions 

of work.” 

25. “Everyone has the right to a standard of living adequate for the health and well-being of 

himself and of his family, including housing.” 

27: “Everyone has the right freely to participate in the cultural life of the community.” 

 

Should the polluter pay for harm from wireless Smart Meters? 

Under the Rio Declaration, principle 16, the polluter should pay for environmental damage. 

 

If some governments and mobile manufacturers are now warning users to reduce 

exposure to radiation from mobile phones and putting warnings on mobiles, surely 

Smart Meters should not use mobile phone radiation? 

This appears a logical argument. Smart Meters should be wired, as in some other countries. If 

it is found that ill health from mobile phone usage continues to increase, all wireless Smart 

Meters using mobiles may have to be replaced with wired meters for health reasons anyway. 
 

 

 

 

 

 

  

33



WIRELESS SMART METERS AND PEOPLE WITH ELECTRO-SENSITIVITY 

  

G More information on Electro-sensitivity and wireless 

Smart Meters 
 

Where can I find out more about ill health from wireless Smart Meters? 

 

The most wide-ranging report on health and other problems with wireless Smart Meters is by 

Dr Jamieson (256 pages); it includes numerous references to the scientific literature. 

 

Documents and reports on health problems of wireless Smart Meters: 

• American Academy of Environmental Medicine (2012) Statement opposing wireless Smart 

Meters, www.es-uk.info/news/20120203-american-academy-view.pdf  

• Deagle, Dr Bill (2011) “Smart Meters – A Call for Public Outrage” 

www.nutrimedical.com/conditions.jhtml?method=view&conditions.id=486 

• Hirsch, Daniel (2011) 

www.committeetobridgethegap.org/pdf/110212_RFrad_comments.pdf  

• Jamieson, Dr Isaac (2011) “Smart Meters: Smarter Practices”, Radiation Research Trust, 

www.radiationresearch.org/index.php?option=com_content&view=article&id=173&Itemid=

19  

• Maret, Dr Karl (2011) “Commentary on the California Council on Science and Technology 

Report “Health Impacts of Radio Frequency from Smart Meters””, 

http://sagereports.com/smart-meter-rf/docs/letters/Maret_-_CCST_Commentary_1-31-

2011_final.pdf 

• Oceanside Coalition (2011) “Smart Meters and Grid: Separating Fact from Fiction” 

www.oceansidecoalition.org/web_documents/sm-separatingfactfromfictionsept2.pdf  

• Powerwatch: www.powerwatch.org.uk/library/downloads/smart-meters-20110714.pdf 

• Sage Associates (2011) “Assessment Radio Frequency Microwave Radiation Emissions from 

Smart Meters”, http://sagereports.com/smart-meter-rf/ 

• Santa Cruz (2011) Public Health Department: demand for moratorium on wireless Smart 

Meters, www.es-uk.info/news/20120203-santa-cruz-report.pdf 

• UK groups warning of ill health from wireless Smart Meters: 

http://smartmeterpetition.org/ 

http://stopsmartmeters.org.uk/  

  

Videos: health effects of wireless Smart Meters 

• Carpenter, Dr David: (2011) “Public Health Physican Warns of Smart Meter Dangers, 

Stresses Need for Analog Option” www.youtube.com/watch?v=n7L21XOC2wA 

• Gendron, Diane (2012) Developing electro-sensitivity from a wireless Smart Meter (in 

French) www.youtube.com/watch?v=LowZqsKXbuk 

• EMF Safety Network: Smart Meter Health Complaints: 

http://emfsafetynetwork.org/?page_id=2292  

• Film trailer (2011) “Stop Smart Meters” http://smartmeterfilm.com/ 

• Hirsch, Daniel (2011) “Smart Meters 100x Radiation Exposure of a Cell Phone” 

www.youtube.com/watch?v=IsT-pN-5uWQ&feature=related 

• Stratford Smart Meter Killing Shrub (2010) 

http://www.youtube.com/watch?v=lsuP_WBBr2c 

 

Videos etc: measurements of radiation from wireless Smart Meters: 

• (2010) “Stratford Smart Meter 1”, measuring a wireless Smart Meter outside and inside a 

property. www.youtube.com/watch?v=uRejDxBE6OE 

• (2011) “”Smart” meters: Higher pulses of RF than a cell antenna” 

www.youtube.com/watch?v=N6VwYPL9aE4 

• Measurements from wireless Smart Meters, and safety limits: 

http://smartmeterfilm.com/documents/smart%20meter%20radiation%20vs%20internation

al%20RF%20safety%20standards.pdf   

 

Videos and books: people sensitive to electro-magnetic radiation 

• Havas, Dr Magda (2010) “DECT Phone affects the Heart” 

www.youtube.com/watch?v=_EI9fZX4iww  
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• Havas, Dr Magda (2010) “Diabetes and Electrosensitivity” 

www.youtube.com/watch?v=gJcM6RZwyfA  

• Havas, Dr Magda (2010) “Evidence of Electrosensitivity” 

www.youtube.com/watch?v=k5xFLi-ip_g  

• Havas, Dr Magda (2010) “Live Blood and Electrosmog” 

www.youtube.com/watch?v=L7E36zGHxRw&feature=related  

• (2011) “Symptoms of electrosensitivity“ www.youtube.com/watch?v=DskKap_1Po4 

• Bevington, Michael (2010) “Electromagnetic Sensitivity and Electromagnetic 

HyperSensitivity: A Summary” (ISBN: 9781872072203) 

• Philips, Alasdair & Jean (2006) “Electrical Hypersensitivity, A Modern Illness” (ISBN: 

0952450348) http://www.powerwatch.org.uk/library/index.asp 

 

 

How can I measure radiation from wireless Smart Meters? 

You can hire or purchase a meter. A professional measurer is helpful but can be expensive. 

www.es-uk.info/docs/20110111_products_services.pdf 

 

 
ElectroSensitivity UK (ES-UK) 2012 
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How to Write Letters and Emails 

Writing your own letter will have more impact than sending a copy of ours, but if you don‟t have 
much energy we‟ve included a sample letter where you can simply fill in a paragraph with your own 
experience of EHS eg. how the new Smart Meter wireless network would affect you or someone you 
know with EHS. 

You can send the same letter to MPs, DECC etc. Please get as many people to write letters as you 
can. This an important step in getting official recognition for EHS. 

 
Points to Remember: 
Keep it short and polite; aim for 1 side of A4 or less. Keep a copy of the letter for your records and 
send / email one to: ES-UK BM Box ES-UK, London, WC1N 3XX. Email: enquirers@es-uk.info 

 

1. Say why you‟re writing – what are you concerned about? 
 

2. Say how this issue affects you. Remember the reader knows nothing about EHS and has 
never met you, so explain clearly. Make it clear how the Smart Meter wireless network would 
affect you and your family or someone you know with EHS. Explain how it affects your daily life 
and impacts your health. If you already have a Smart Meter and have been suffering health 
problems, include details. (Where possible include a doctor‟s note as evidence of your 
symptoms.) 
 

3. State your argument and solution. Eg: “A fibre-optic network does not emit radiation and 
would be a safe solution for all vulnerable citizens – including children and people with EHS.” 
 

4. Include evidence:   
“For your convenience there is a clear summary of scientific research at 
www.SmartMeterPetition.org/research.” 
 

5. Finish by clearly stating your point: Tell the reader that you oppose the installation of wireless 
Smart Meters in your home or business because of health concerns. As a practical solution 
request that the government adopt: 

“a wired fibre-optic network for Smart Meters. Consumers should have the option of wired 
Home Area Networks at no additional cost. Provision must also be made for people with 
Electro-Hypersensitivity to keep their analog meters and be supplied with shielding materials 
where necessary.” 

6. End with a reason for them to contact you e.g. 
“ I would be grateful if you could let me know if you support me in this urgent matter. I look 
forward to your early reply.” 

 
No energy?  
Use the sample letter on page 37.  Just fill in your details and post. Every letter counts. 
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Address: 

 

 

Date: 
 
 
Dear 
 
I object very strongly to the proposed blanket installation of wireless Smart Meters by utility 
companies in the UK, because of health concerns for children and those with Electro-Hypersensitivity. 
A fibre optic network would better safeguard the long term health of vulnerable people including 
children.  

The Government plans to spend a very large sum of money (currently estimated at £11.3 bn) on the 
installation of wireless Smart Meters, the long-term health effects of which have not been tested, and 
which the National Audit Office does not consider justified. A fibre-optic network would be a much 
safer option for health, privacy and security. 

Wireless devices emit radio frequency radiation. The World Health Organisation recently classified 
electro-magnetic radiation as “possibly carcinogenic” (Group 2B), yet the UK Government is 
planning to expose the entire population to it 24/7. In the Government response to the Smart Meter 
consultation, it stated that “consumers, and in particular vulnerable consumers, should continue to 
be protected in a Smart world”. In addition the Electricity Act 1989 (amended 2010) states “..the 
Secretary of State or the Authority shall have regard to the interests of individuals who are disabled 
or chronically sick.”  

A wireless network would affect me: 
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As Smart Meters will be compulsory, this makes them different from other wireless devices which 
can be switched off or not installed in the first place. The constant transmission of data will mean 
that people will be continually subjected to non-voluntary radiation in every home and street in the 
UK. It is the cumulative effect we are concerned with. Pulsed microwave radiation from the proposed 
Smart Grid, together with that from the various sources already present in and outside our homes - 
WiFi, blackberries, baby monitors, cordless phones, TETRA, mobile phones etc. may well exceed 
safety levels for non-thermal radiation in individual homes, schools and workplaces. Who will be 
responsible for checking this? Children and those that are vulnerable are likely to see increasing 
levels of ill health. A wired fibre optic network would not emit pulsed radiation and is a much safer 
option.  

The current “safe” levels adopted by the UK Government are those set by ICNIRP but many 
European countries now consider these to be too high. The ICNIRP Guidelines were established for 
the effects of thermal heating on healthy adult males. Most people are affected by the non-thermal 
effects. Children and babies are especially vulnerable as they have a smaller body mass, thinner 
skulls, and their immune systems are still developing. No research has been done on the cumulative 
effects of pulsed microwave radiation over a child‟s lifetime. There is a clear summary of relevant 
research at SmartMeterPetition.org. 

A wireless network is a cheap option for the suppliers, not the consumer.  While installation costs 
may be higher, in the long term a fibre optic network is likely to save the taxpayer millions of pounds 
in future increased NHS and social services costs which are likely to result from adverse health 
effects. It could also help to ensure privacy and the security of our personal information. 

The Equality Act 2010 requires provision to be made to support people with a functional impairment. 
Installation of a wireless meter in the home of someone with Electro-Hypersensitivity would be a clear 
breach of The Human Rights Act 1998. I would therefore urge you to consider a wired fibre-optic 
network for Smart Meters. Consumers should have the option of wired Home Area Networks at no 
additional cost. Provision must also be made for vulnerable individuals with Electro-Hypersensitivity to 
keep their analog meters and be supplied with appropriate shielding materials. Sweden already 
supplies shielding materials for ES sufferers via government grants very successfully.  
 
The UK Government should take this opportunity to learn from the costly mistakes of countries 
overseas who have already rolled out Smart Meters to the growing dissent of their citizens. The UK 
energy sector is in a position to lead the way in a successful rollout of Smart Meters by opting for a 
fibre optic network with the option of wired HANs. A fibre optic network would protect the long term 
health of our children and those with Electro-Hypersensitivity as well as significantly contributing towards 
privacy and security. 
 
I would be grateful if you could let me know if you support me in this urgent matter. I look forward to 
your early reply.   
 
 
Yours sincerely, 
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Protect Your Health 

 

Do this now then implied consent cannot be assumed. Tell them that you insist on retaining your 
analog meter at no additional cost. Send the letter by recorded post. Keep a copy for your own 
records. You could adapt a copy of the doctor’s letter on page 43 if necessary.  

“Due an existing medical condition, I do not consent to the installation of a Smart Meter on my 
premises. [Utility company] may not install a Smart Meter or any other surveillance device on my 
house. I will hold [Utility company] legally responsible if my health is further impaired by a Smart 
Meter.” 

*AMR: Automated Meter Reading – a unit is installed on, or next to, the existing gas meter to record 
the volume of gas passing through and regularly transmits its recordings by way of SMS (Short 
Messaging Service) technology. 

 

See page 49. Place one on both your electric and your gas meter. You can download more copies 
free at www.SmartMeterPetition.org or contact ES-UK. 

 

Unfortunately utility companies cannot always be trusted to respect your wishes so consider locking 
up your analog meter. There are examples of how to do this on the web. The simplest design uses 
chicken wire or a metal bar across the meter. Alternatively fit a simple chain and padlock. The meter 
should still be easy to read, but impossible to remove. Remember if the meter belongs to the utility 
provider, but the box it‟s in belongs to you, make sure the design doesn‟t touch the meter. You must 
ensure access to the main fuse is still possible so the emergency services can turn off the power 
supply in an emergency.  

 

Sometimes when people call their providers to ask what sort of meter is going to be installed the 
customer service team have no idea or say, “We‟re replacing your meter like for like”. What they 
actually mean is the company will be replace an electric meter for electric, or gas for gas. It WILL be 
a wireless Smart Meter. If your meter is accessible outside the house, the utility company may fit the 
meter while you are out, so consider taking the precautions below.  

Add a sign to the meter clearly stating you do not give permission for the meter to be changed 
because of a medical condition (EHS) – see page 49. If the utility company or their agents come 
around to install, ask them to leave - you have a right to a radiation free home! 

4. If your supplier makes an appointment to change your meter 

 

3. Defend your analog meter! 

 

2. Put up a ‘No Smart Meter’ poster 

 

1.  Tell your utility you don’t want a wireless Smart Meter or AMR* 
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Smart Meters are not compulsory yet so insist on retaining your analog meter. Don‟t take no for an 
answer! If you are threatened with electricity disconnection, let the utility company know you will be 
filing a written complaint with Ofgem or Ofcom.  If the company still insists on installing a Smart 
Meter let them know you will switch to another supplier. Declaring, “I‟m disabled*, this won‟t look 
good in your PR” (if you have EHS you are classed as disabled, or mentioning you will tell 
your story to the press, has also worked well for some people. 

Smaller companies are likely to install Smart Meters later, so if Smart Meters are already being 
installed in your neighbourhood you could consider changing your supplier to delay things. Try 
contacting: 

Green Energy:  Tel. 0800 783 8851 

Ecotricity:  Tel. 08000 326 100 

Good Energy:  Tel. 0845 456 1640 

 

Contact your supplier and demand that it be removed. Document in writing exactly what symptoms 
you have been having and exactly what date they started. If you can, get a doctor to write a note for 
you – see page 43.  Send a copy to the Department of Energy and Climate Change (DECC). Talk
to your friends and neighbours as it‟s possible that they may have been experiencing 
similar symptoms and may also be persuaded to take action. 

Read the Overview of Smart Meters for ES at 
www.eiwellspring.org/smartmeter/Smart_Meter_overview.htm 
and help to educate the people around you. Encourage those around you to switch off or use their 
mobile phone less. They can swap cordless phones for landlines or at least change DECT phones 
for the orchid type which emit less radiation. Wi-Fi internet can be swapped for broadband cable e.g. 
fibre optic connections. Limit your use or proximity to microwave ovens, baby monitors, compact 
fluorescent lightbulbs etc. Investigate the levels of 'dirty electricity‟ in your home and whether your 
home or workplace is geopathically stressed. If you already have a Smart Meter you can measure 
the radiation and install shielding equipment to minimize exposure. See information overleaf.  

People who already have Electrical Sensitivity (EHS) can download an excellent booklet by Susan 
Parsons called LIVING WITH ELECTROHYPERSENSITIVITY A Survival Guide at: 
http://www.weepinitiative.org/livingwithEHS.html or contact ES-UK or MCS-AWARE for paper copies 
(please include a donation). 

An excellent summary of Smart Meters in relation to Electrical Sensitivity can be downloaded from 
http://www.eiwellspring.org/smartmeter/Smart_Meter_overview.htm 

For more suggestions about Smart Meters try http://emfsafetynetwork.org or 
http://stopsmartmeters.wordpress.com/how-you-can-stop-smart-meters/ and 
www.CitizensForSafeTechnology.org or 
www.stopSmartMeters.org 

5. If you already have a Smart Meter 
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If your meter is inside your home, it should be possible to relocate it outside which will make it easier 
to shield. Ask your utility company how much it would cost.  

Some people have reported a reduction in emissions by using heavy aluminium foil, grounded, on 
the interior wall behind the meter. (It must be earthed.) In contrast wrapping the meter completely in 
aluminium foil is not advised. When the meter is unable to send its signal, it "ramps up" and may 
emit higher levels of radiation that are reflected back inside the walls of the home.  The following 
information is from LESS EMF.com which also sells the materials mentioned.  
 

How can I shield my Smart Meter?  

A Smart Meter is a radiofrequency (RF) emitting device that the utility company has installed on your 
gas or electric meter. The RF signal emitted [pulsed microwave] transmits information back to the 
utility company about your gas or electric usage. The signal is intermittent, but operates 24/7. 
Usually, the utility company will not permit you to completely block this transmission. However, you 
can shield your living space to minimize the amount of RF exposure you receive.  

There are two main categories of shielding materials that can be used: RF reflectors and RF 
absorbers  

RF reflectors cause the majority of the signal to bounce off, somewhat like a mirror reflects light. 
They can have very high shielding performance, and in general should be grounded for peak 
efficiency. They will usually offer better shielding (less RF transmission) than absorbing materials. 
RF absorbers will absorb the majority of the signal, with very little reflection. The energy absorbed is 
released as a tiny, almost unmeasurable amount of heat. Grounding is usually not needed. In both 
cases, SOME amount of RF does get through the shield, as no shield is 100% effective. You can 
use double or triple layers of shielding to improve performance.  

Where should I put the shield? And how much area do I need to 
cover? First, the shield must be positioned BETWEEN you and the 
source of the radiation. Generally, this means that the shield will be 
placed on the interior surface of the wall adjacent to the Smart 
Meter. Think about the Smart Meter emissions as coming from a 
light bulb located at the meter, and the shield casting a shadow. 

Cover enough wall so 
that the people would be 
in the protective 
"shadow" cast by the 
shield.  

So which one is right for 
your situation? In a 
hypothetical world where 
your Smart Meter is the 
only source of RF radiation, either type of shield would 
work well. However, in the real world, there will be multiple 
sources of RF radiation. Some of them might be right 
inside your own home. Some might be coming from other 

6. Shielding a Smart Meter 
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directions. In such a situation if you use a reflecting material, it will reflect on BOTH sides, and you 
could end up increasing the amount of RF in your living space. On the other hand, if you use an 
absorber, it will absorb on BOTH on both sides, so you cannot increase your exposure. If, you use 
both materials, a reflector on the side closest to the RF source, and an absorber on the side closest 
to the living space, you get the best of both materials... and the absolute lowest RF transmission. 
Any small amount of Smart Meter signal penetrating the reflector will be absorbed by the absorber. 
Any signal coming from the opposite direction will have to pass through the absorber, then reflect off 
the reflector, and finally pass through the absorber again before it re-enters the living space. This 
would be a very small amount indeed.  

Which materials are recommended?  

You can cover over your shielding materials with almost any decorative medium that you like. The 
shielding should be protected from abrasion, excessive flexing, and moisture.  

Reflectors:  
Fabrics such as RipStop Silver and Ni/Cu Ripstop are good choices.  

Absorbers:  
Laminated MW Absorber is a convenient, 48 inch wide film that is very low cost and easy to install.  

CAUTION:  Anyone suffering from Chemical Sensitivity should try a sample of the materials before 
using. 
 

Suppliers: 

EMF Safety Superstore   www.lessemf.com     
809 Madison Ave, Albany, NY 12208, USA.  Tel: 001-518-432-1550.   
Fax:  001-309-422-4355 lessemf@lessemf.com 
 
Biologa  www.biologa.de/uk/index.php 
c/o Bodewigs Egan Associates (UK agent)  
The Healthbuild Consultancy, 20 John Street, Sligo, Ireland.  Tel: 00353 719150095 
 
ElectroSmog Shielding       www.electrosmogshielding.co.uk 
Unit 68A Ethel Street, Smethwick B67 5AJ  
mobile: 07787305769   Office:0121 439 3005      sales@electrosmogshielding.co.uk 
 
EMfields  www.emfields.org 
2 Tower Road, Sutton, Ely, Cambridgeshire, CB6 2QA.  Tel: 01353 778814  info@emfields.org 
 
Wireless-Protection  www.wireless-protection.org 
Bank Top, Kiln Lane, Paythorne, Lancashire, BB7 4JD    Tel. 01200 445475   
 info@wireless-protection.org 
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Doctor’s Letter 

This is a letter that EMF sensitive individuals can give to their doctor to sign in order to ask for 
accommodation from the effects of smart meters. It is particularly useful for people who have already 
got a smart meter and need it removed. With some slight changes, it could also be used to ask for 
accommodation from other forms of EMF exposures i.e. Wi-Fi in schools. Patients would need to get 
Heart Rate Variability testing for proof, unless this line is removed from the letter. Proof would be a 
good idea though! Patients will need to get their doctor to sign the letter and then present it to their 
utility, school etc. and ask for exemption because of medical reasons. This form letter was originally 
written for Canadians; please feel free to make any changes necessary for your 
country/situation and use it widely. This letter can also be downloaded at SmartMeterPetition.org  
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Address:  
 
 
Date:  
 
 
To whom it may concern,  
 
My Patient ........................................................................................  
 
suffers from Environmental Sensitivities, including sensitivities to Extremely Low Frequencies (ELF) and Radio 
Frequencies (RF) together called Electro Magnetic Frequencies (EMF). Exposure to EMF makes my patient 
quite ill. Heart rate variability testing indicates that it interferes with their heart rhythm in a negative, objectively 
measurable and reproducible way.  
EMFs can cause a wide variety of health effects to the general public. Since the FDA and Health Canada have 
approved some "Therapeutic Uses" for specific forms of EMF treatments proven to heal at energy levels far 
below current public exposure standards, the biological activity of EMFs cannot be denied.  
 
The National Institutes of Health (NIH) found chemical changes in the brain from cell phone exposure that 
demonstrates a clear non-thermal effect. http://well.blogs.nytimes.com/2011/02/22/cellphone-use-tied-to-
changes-in-brain-activity.  
 
On Sept. 5, 2011 the International Journal of Neuroscience reported that "EMF hypersensitivity can occur as a 
bona fide environmentally inducible neurological syndrome." http://www.ncbi.nlm.nih.gov/pubmed/21793784  
 
Smart Meter radiation is significantly stronger than from cell phones. See: 
http://www.stopsmartmeters.org/2011/09/04/comparing-cell-phone-and-smart-meter-radiation  
 
On May 31, 2011 the World Health Organisation (WHO) classified Smart Meter radiation as a Class 2B 
carcinogen. See http://www.iarc.fr/en/media-centre/pr/2011/pdfs/pr208_E.pdf  
 
The "BioInitiative Report: A Rationale for a Biologically-based Public Exposure Standard for Electromagnetic 
Fields (ELF and RF) http://www.bioinitiative.org/table-of-contents/  was updated in 2012 by 29 scientists, public 
health and public policy experts to document the scientific evidence on electromagnetic fields. Another dozen 
outside reviewers have looked at and refined the Report. The purpose of this report is to assess scientific 
evidence on health impacts from electromagnetic radiation below current public exposure limits and evaluate 
what changes in these limits are warranted now to reduce possible public health risks in the future. According to 
this report, it appears it is the INFORMATION conveyed by electromagnetic radiation (rather than heat) that 
causes biological changes - some of these biological changes may lead to loss of wellbeing, disease and even 
death. Here are some of their findings: Evidence for Cancer (Childhood Leukemia and Adult Cancers), Changes 
in the Nervous System and Brain Function, Effect on Genes (DNA), Effects on Stress Proteins (Heat Shock 
Proteins), Effects on the Immune System, Plausible Biological Mechanisms.  
 
For hypersensitive individuals, the effects are immediate and intense. “EMF Symptoms include: depression 
anxiety, difficulty concentrating, difficulty finding words, episodic hypertension, eye inflammation, fatigue, 
forgetfulness, frequent infections, headaches, heart palpitations, hormonal disturbance, impaired balance, 
irritability, joint and limb pain, learning difficulties, loss of appetite, lymph node swelling, nausea, nerve and soft 
tissue pain, night sweats, numbness or tingling, restlessness, skin complaints, sleep disturbance, thyroid 
problems, tinnitus, visual disturbance ‟ Dr. Magda Havas. For patients with heart problems, pacemakers or metal 
implants, a short exposure to strong EMF can be deadly! For infants and small children, whose blood brain 
barrier is not yet fully formed, exposures can lead to devastating health problems.  
 
As you know the Electricity Act 1989 (amended 2010) states “..the Authority shall have regard to the interests of 
individuals who are disabled or chronically sick.” The Equality Act 2010 requires provision to be made to support 
people with a functional impairment. Installation of a wireless meter in the home of this patient is a clear breach 
of The Human Rights Act 1998. Therefore please accommodate the above named patient by changing the meter 
back to a non-transmitting, analogue model.  
 
Sincerely, 
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Dr Andrew Tresidder MB BS MRCGP Cert Med Ed  
Springmead Surgery  
Summerfields Road  
CHARD  
Somerset  
TA20 2EW  
drtresidder@es-uk.info  
 
January 2012  
 

Open letter to GP and other Medical Colleagues 
Dear Colleague  
 
Electrosensitivity / Electromagnetic Sensitivity  
 
This letter is probably being passed to you by one of your patients, for informational purposes.  
Thank you for spending a few moments to read it. I write as a medical colleague, trained at Guy’s Hospital, and a 
Somerset GP since 1989. I have served on our Somerset Local Medical Committee, and currently am a GP Patient 
Safety Lead at NHS Somerset, a GP Appraiser and teacher of medical students. My particular interest is Health and 
Emotional Well Being, including Physician Health.  
 
Electrosensitivity is an invisible, but very real problem for many people, and manifests in many ways. It is caused by 
the interaction of artificial electromagnetic fields with biological systems, both from field effects from cables and 
appliances, and from transmission effects from transmitting technology. Mechanisms are thought to include calcium 
efflux from cells, interference with the blood-brain barrier, general sympathetic upregulation, and interference with 
free radical pair recombination amongst others.  
 
A number of my patients have symptoms and illnesses which have been caused by exposure to electromagnetic 
fields, and which have been relieved by avoidance of the same fields. Examples are a 22 year old whose 
headaches and tiredness were abolished and sleep pattern improved after moving her mobile phone on charge 
away from the bed, removing the mobile from her body space by day, and switching off other electrics; a 78 year old 
whose headaches so concerned me that blood tests, an MRI and neurology opinion were sought (both normal) – 
his symptoms disappeared after switching off his home wifi hub router and cordless phone; a 64 year old very fit 
man who had noticed 4 months of decreased vitality and increased irritability – both reversed after changing the 
wireless router to a wired one; a 40 year old and a 60 year old whose headaches disappeared (one) and migraines 
substantially reduced (the other) after removing cordless phones from the bedroom. Another adult has had tingling 
of face and muzzle area, and loss of ability to speak and think fluently when near a wifi router, whilst a child had a 
prolonged feverish illness for several weeks after a viral illness, which coincidentally completely resolved when 
transmitting wifi, baby alarm and cordless phones were removed from the house (ie failure to recover normally and 
rapidly from a viral illness). Diagnosis in all of these cases is mainly on history, supported in some by the use of an 
Electrosmog Detector.  
 
Other symptoms that more sensitized people can develop include headaches, fatigue, poor sleep patterns, altered 
sensation and tingling, irritation and rashes, earaches and unsteadiness, confusion and difficulty in memory, aches 
and numbness, mood swings, faintness, tremors and restless legs, and other sensitivities.  
I have observed all the above in patients that I have seen, and suspect that the problem is far more widespread 
than is recognized. Please note, the above are all short term effects – the jury will be out for some time on long term 
effects, though we already know the correlation between EM fields and childhood leukaemia, whilst there is 
increasing evidence linking dementia with EM Fields. During the Cold War microwaves were used as offensive tools 
to cause ill health.  
 
Because of my interest, I have become a trustee of the charity ES-UK (www.es-uk.info). This has given me the 
opportunity to meet many people whose lives have become a misery because of the severity of their problems, and 
who have had to take all sorts of measures to avoid exposure to EM fields. I am convinced that this is very real, but 
under-recognized problem. Regulatory and safety levels and information provided by the Health Protection Agency 
and ICNIRP may be lagging the developments in research and the harms occurring. Meanwhile the Council of 
Europe has recommended caution in the roll-out of transmitting technologies (wifi etc), especially in schools and the 
World Health Organisation’s International Agency for Research into Cancer has reclassed transmitting technologies 
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as a Class 2b possible carcinogen (instead of having no potential for harm). The UK Government and industry are 
committed to the rollout of Smart Meters and wifi coverage without appreciating the increasing number of people 
affected.  
 
There is now a considerable amount of good scientific research on the matter world wide, and the area deserves 
urgent investigation – however, research always lags the appearance of the problem in susceptible individuals – so 
we should all heed the precautionary principle advised by Sir William Stewart of the Stewart Inquiry.  
We are seeing a developing picture – possibly the patient who has asked you to read this is one of the “canaries” in 
the coal mine (Canaries were used to detect carbon monoxide, dioxide and methane, as they were affected before 
the miners were). The incidence is not certain, but some reports show 3-5% moderately affected, less than 1% 
severely – but possibly 20% slightly affected. I myself am moderately affected.  
 
Treatment is problematic – but essentially includes avoidance of EM fields as much as possible, as well as 
nutritional support, and antihistamines for rashes and irritation. It will certainly be a developing field to help the many 
people affected.  
 
It took a long time for adverse effects to be noted from tobacco, from lead in petrol, and from asbestos – and the 
relevant industries were not exactly helpful in admitting the possibility of any problems. Expect to see lots of 
lobbying that rubbishes the helpful factual information such as on the websites noted below – even though Michael 
Bevington’s book alone has 828 references.  
 
Please take your patient seriously – you may be the first doctor in your area to diagnose and support in this new 
field of illness – and you may have other patients who are helped – by you!  
 
Thank you for reading this.  
 
With good wishes,  
 
Andrew Tresidder  
 
Resources:  
www.es-uk.info and www.powerwatch.org.uk have a good deal of useful information as does the Bristol University 
site from Prof Denis Henshaw www.electric-fields.bris.ac.uk  
The Powerwatch Handbook by Alasdair and Jean Philips (Amazon) is recommended, as is  
www.emfields.org/library/index.asp  
www.electromagneticman.co.uk  
www.electromagneticman.co.uk/are-you-at-risk/the-es-test  

Electromagnetic Sensitivity by Michael Bevington – an excellent overview with 828 scientific references from ES-UK, BM 
Box ES-UK, London WC1N 3XX for £10 
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Dear Neighbour, 

Smart Meters will be installed in this neighbourhood soon. There are some concerns. 

What are Smart Meters? 
Energy companies will replace your existing gas, electric and water meters with new ones. They 
will show how much you use as you use it. 

Are they a good idea? 
Smart Meters are being installed to improve the UK's energy infrastructure. In the last few years 
they have been installed across the world with varying results. Smart Meters automatically 
transmit your usage via mobile phone masts to a central data office, linking every home, school 
and workplace in one system. 

Instead of paying estimated bills you will pay for what you use, when you use it. Bills may rise at 
certain times of the year. Energy prices will be higher at peak times. Energy companies will be able 
to switch your power on and off remotely. There are concerns about privacy and how your info will 
be used for targeted advertising. 

The carbon footprint and cost of replacing every meter across the UK is huge. New meters will only 
last approximately 20 years. Once meters are installed jobs will be lost as meter reading is 
automated. 

Energy companies have started an advertising campaign to make you see the benefits of installing 
new smart meters, BUT the government said legally YOU DO NOT HAVE TO HAVE THEM – IT'S 
YOUR CHOICE. You can simply keep your existing analogue meters. You can measure your real time 
energy usage by simply buying a digital measurer. 

If you don't want one, let your energy companies know now by email or letter. Any replacement 
meter will be a smart meter, even “like for like”, unless you specifically request another analogue 
meter. 

Read more at www.smartmeterpetition.org. 

What are the concerns? 
Apart from privacy and cost, the way Smart Meters transmit may affect the health of children, the 
infirm and those with environmental illnesses. Smart Meters will increase the amount of 
microwave radiation in the neighbourhood, in homes, schools and offices. If you already use a lot 
of wireless appliances you can ask someone to come and measure the levels of radiation, or hire a 
meter yourself. While individual smart meters may be safe, it is the cumulative effect that causes 
problems. Unlike other countries the UK government refuses to update safety guidelines and is 
relying on outdated research from the 1950s (ICNIRP Guidelines). If you suffer increasing 
headaches, pain, tiredness, difficulty concentrating/sleeping or dizziness, try switching off and 
unplugging all wifi, phones and wireless gadgets to see if it helps, especially at night. If symptoms 
increase contact your doctor and see www.es-uk.info. Increasing levels of microwave radiation 
does affect health. Read the research at www.smartmeterpetition.org. If you or your neighbour 
suffers environmental illness consider keeping your analogue meters. Tell your energy supplier and 
the Department of Energy and Climate Change (DECC). 
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WHAT YOU NEED TO KNOW
ABOUT

You have the Right to refuse a Smart Meter.

NOT
HEALTHY

In California over 2,000 complaints within two months were
received in relation to debilitating health effects and much higher
bills. The same reports came from ‘Smart’ homes in Canada.

Your utility provider(s) will request access to your
home to install one or more Smart Meters.

NOT
CHEAPER

Actual symptoms reported from exposure to ‘Smart’ Meters include:
Insomnia, Headaches, Palpitations, Seizures, Fatigue, Allergies,
Nausea, Vomiting, Tinnitus, Memory & Concentration Impairment.

NOT
SAFER

For more info: www.stopsmartmeters.org.uk   design by www.nazca-creative.co.uk

The new Gas, Electricity and Water meters are causing:

Smart Meters transmit intense bursts of microwave
radiation in your home 24 hours a day. 

DAMAGED HEALTH & HIGHER BILLS

SMART METERS!
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NOTICE 
 

Do not install wireless 
Smart Meters at this 

location. 

 
One or more of the following conditions exists in 
this dwelling: 
 

• Critical care medical equipment in use at 
this location. 

 

• Occupants have medical conditions that will 
be adversely affected. 

 

• Occupants have sensitive medical and/or 
metal implants. 

 

• Electronic interference at this location will 
disrupt use of premises. 

  



 

Old-style gas, electricity and water meters are being replaced by smart meters. The UK 
government intends to install wireless smart meters in every home, school and workplace by 2019 at a cost 
of at least £11bn. Installation has already started in some areas. Smart meters measure your exact gas, 
electricity and water usage and then send all the information back to your energy supplier via a wireless link. 
The cost of installing the system will be paid by consumers through their energy bills. After discussion with 
consumers, including on Which? Conversation, it is clear that there are huge issues with consumer trust in the 
smart meter roll-out, with many raising concerns about things such as data security, safety and health.  
 

What’s the Cost? 
While having a smart meter installed is free, you may incur the cost indirectly through your 
bills. At the moment, the roll-out is being led by the energy companies, and the government has 
not yet put checks in place to make sure that costs don't spiral. Smart meters will mean more 
accurate bills but they themselves will not save you money. The government says the average 
energy bill will increase by £7 by 2015 to pay for the smart meter roll-out.  You’ll only save 

money on your energy bills if you actively use the information to see where you could reduce your energy 
consumption, and then make an effort to do so. Unlike energy monitors, which you can buy in the shops and 
set up yourself, smart meters need to be installed by your energy company. Smart meters will need to be 
replaced around every 10 years – which is more often than current gas and electricity meters. The scheme is 
likely to save energy suppliers more than £300m a year by removing the need to take meter readings or deal 
with bill disputes.  Source: Which.co.uk 
 

You Should Not be Pressured:  
The government has banned all sales during the smart meter installation. This means that companies can give 
you information, but must then leave you to make the decision rather than being pressured. “it will not be an 
offence for householders to refuse to accept a smart meter and we have made it clear that we do not expect 
suppliers to seek an entry warrant simply to fit smart metering equipment.” Dept. Energy & Climate Change  
 

Health  
Smart meters broadcast detailed usage data from our homes to the supplier via a central data office. They use 
wireless technology and operate day and night, constantly emitting microwave radiation over a wide area, so 
radiation from your neighbours’ meters will affect your property. The UK government have chosen to use 
outdated (ICNIRP) safety guidelines which focus on the thermal effects. Other countries including Russia and 
China have updated their safety guidelines to include non-thermal effects on health; fibre optic connections 
would be safer for privacy and health. While a one-off exposure may not cause harm to adults, continuous

P 

 
involuntary exposure to low-level microwave radiation (e.g. smart meters, tetra, mobile phone masts etc) is 
already causing harm to vulnerable people. There has been no government research into the long-term, 
cumulative health effects especially on children, babies and people with existing long-term illness. If you have 
any concerns, or your neighbour has Environmental Illness please keep your existing meters and find out more.  
In 2012 Charles Hendry Energy Minister, told the House of Commons: “We believe that people will benefit from 
having smart meters, but we will not make them obligatory. If people are concerned about the electromagnetic 
issues, they will not be required to have one. We have been willing to give assurances to Hon Members on 
that account.” 

Don't accept the marketing and hype - make an informed choice. 

 
 

For more information see: wiredchild.org •  which.co.uk  • gov.uk/smart-meters-how-they-work  
    ES-UK.info  • wifiinschools.org.uk  • MCS-Aware.org • SmartMeterPetition.org

      Gas , Electricity & Water Meters – What You Should Know 
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    Share this information with neighbours, colleagues, schools,  
  and other parents 

 
    Email your MP and utility company

     

Read more at:  SmartMeterPetition.org       WiredChild.org        StopSmartMeters.org 
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